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CocraB u coaep:kaHue
OPraHM3aIMOHHBIX U TEXHHYECKHX Mep 10 00ecrneyeHn0 0e30IacHOCTH
NMEPCOHAJIBLHBIX JJAHHBIX MPHU UX 00padoTke B HHPOPMANMOHHBIX CHCTEMAX
MEePCOHAJIbHBIX JAHHBIX € UCIOJb30BAHUEM CPEACTB KPUNTOrpaguuecKoi 3a1uThl
uHpopMaLMU, HeO0OXOAUMBIX /IJIfl BHINOJHEHUA YCTAaHOBJIeHHBIX [IpaBuTebcTBOM
Poccuiickoit @egepaunu Tpe0OBAHUI K 3alIUTE NMEPCOHATBHBIX JaHHbBIX IS
KaK/I0r0 U3 YPOBHEH 3alMIIIEHHOCTH

1. O01mue nmoj1oKeHUA

1. HacTosimuii JOKYMEHT ONpPENEISIET COCTaB U COJICPKAHUE OPraHU3ALNOHHBIX U
TEXHUYECKUX MEp IO O0ECHedYeHHIO0 O€30MaCHOCTH IMEPCOHAIBHBIX JaHHBIX IMPU HX
00paboTke B MHGPOPMAIMOHHBIX CHCTEMax TMEPCOHAIBHBIX JaHHBIX (majee -
MH(}OpMAIIMOHHAs CUCTEMA) C MCIOJIB30BAHUEM CPEJCTB KPUNTOrpauyecKor 3aliuThl
unpopmaruu  (nanee - CK3U), HEOOXOAMMBIX MJisl BBINOJIHEHUS YCTAaHOBJIEHHBIX
[IpaBurenscTBOM Poccuiickoit ®enepauuu TpeOOBaHMIT K 3allUTE MEPCOHATBHBIX
JAHHBIX JJI KaKJA0T0 U3 YPOBHEN 3aIUIIIECHHOCTH.

2. HacTosimuii TOKyMEHT MpeaHa3HayeH Jis1 onepaTopoB, ucnonb3ytomux CK3U
st obOecrieueHus: O€30MAaCHOCTH TMEPCOHANBHBIX JAaHHBIX TP UX 00paboTke B
UH()OPMAITMOHHBIX CUCTEMAX.

3. IlpuMeHeHuE OpraHU3allMOHHBIX W TEXHUYECKHUX MEpP, OMNPEICIICHHBIX B
HACTOAILEM  JIOKyMEHTe, O0ecrneunBaeT Omeparop C ydyeToM  TpeOoBaHUA
AKCIUTyaTallMOHHBIX JokymMeHTOB Ha CK3UM, wucnons3yembie st oOecrieyeHus
0€30MacHOCTH TMEpPCOHAIBHBIX JAHHBIX MpPU HX 00paboTke B WH(MOPMAIIMOHHBIX
CUCTEMaX.

4. Oxcmnyarauuss CK3M  pgomkHa OCYyHIECTBISATBCS B COOTBETCTBUU  C
nokymeHtaimeii Ha CK3UWM wu TpeOoBaHMAMM, YCTAHOBJIEHHBIMHM B HACTOSIIEM
JTIOKYMEHTE, a TakKK€ B COOTBETCTBUM C WHBIMU HOPMATHUBHBIMU TPABOBBIMU aKTaMH,
PEryJIUPYIOIMMH OTHOILIEHUS B COOTBETCTBYIOLIEH 00JIacTH.

II. CoctaB u coaep:kaHue OPraHM3AUMOHHBIX M TEXHUYECKUX MepP, HE00X0TUMBbIX
AJISl BBINOJIHeHMs ycTaHOBJIeHHBbIX [IpaBurenscrBom Poccuiickoit denepaunu
TPeOOBAHUN K 3aIlMTE MEPCOHAJbHBIX JAHHBIX JJI 4 YPOBHSA 3alIMIIEHHOCTH

5. B cootBercTBHM ¢ iyHKTOM |13 TpeboBanMii K 3aIUTe IEPCOHATBHBIX JTaHHBIX
npu ux o0paboTke B UH(MOPMAIMOHHBIX CHCTEMaxX [MEPCOHAIBHBIX JIaHHBIX,
yTBEPKAEHHBIX rocTtaHoBiienrem [IpaButenscrBa Poccuiickoit deaeparuu ot 1 HOSOps
2012 r. N 1119* (manee - TpeOoBaHus K 3alIUTe IEPCOHAIBHBIX JaHHBIX), IS
oOecrieueHus 4 ypoBHS 3alMIIEHHOCTH MEPCOHANBHBIX JAHHBIX MPU UX 00pabOTKe B
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MH(OPMAIIMOHHBIX CHCTEMaX HeOOXOAMMO BBITIOJIHEHHUE CIEAYIOMMX TPEOOBAHMIA:

a) opraHuzaiusi pexxuma oOecrieueHuss 0e30MacCHOCTH MOMENICHUH, B KOTOPBIX
pasMmeinieHa  MHGOPMAIIMOHHAsE ~ CUCTEMa,  MPEMSATCTBYIOMIETO  BO3MOXKHOCTH
HEKOHTPOJUPYEMOI'O MPOHUKHOBEHHUS WM NPEObIBAaHUSA B 3TUX MOMEIICHUSX JHUI, HE
MMEIOIIMX IIpaBa J0CTyNa B 3TH IOMELIEHUS;

0) oOecrieyeHre COXPaHHOCTH HOCUTEINEH MePCOHABHBIX JTaHHBIX;

B) YTBEpPXKACHHE PYKOBOJUTEIEM ONEpaTopa JAOKYMEHTa, OIPEAEISIIOLIEr0
MEPEYEHb JIML, JOCTYNl KOTOPBIX K IEPCOHAJbHBIM JIaHHBIM, 00pa0aThIBa€MbIM B
MH(POPMALIMOHHON CUCTEME, HEOOXOAMM JJIsl BHITIOJIHEHUSI UMHU CITY>KE€OHBIX (TPYIOBBIX)
00s3aHHOCTEI;

I) HCIOJIb30BAHUE CPEACTB 3allUThl HHQOpPMAIMM, MPOLIEANINX MNPOLEaYyPY
OLICHKH COOTBETCTBHUSI TpeOOBaHUSM 3aKoHoAaTenbcTBa Poccuiickoit denepanuu B
o0actu obecrieyeHus: 6€30MacHOCTH UH(OpPMALIUHY, B CIIy4yae, KOrJa IPUMEHEHUE TaKuX
CPEICTB HEOOXOAMMO JJIsl HEUTpanu3aliy aKTyalbHbIX YTPO3.

6. [ns BbimonHeHus TpeOOBaHUS, YKAa3aHHOTO B IMOANyHkTe "a" myHKTa 5
HACTOALLIEr0 JOKyMEHTa, HE0oOXOOuMO O0O€cleUeHHe peXHUMa, MPENITCTBYIOLIETO
BO3MO>KHOCTH HEKOHTPOJIMPYEMOTO MPOHUKHOBEHUS WM NPEOBIBaHUS B MOMEILECHUSX,
rae pasmeniensl ucnoibdyembie CK3U, xpanstcs CK3U u (win) HOCUTENH KITIHOUEBOM,
ayreHTuuiupyromnieit u napoiasHoit undopmanuu CK3U (manee - [lomemenus ), auil,
HE UMEIOIIUX IpaBa aocTtyna B [loMmenienns, KoTopoe JOCTUTAeTCs TyTEM:

a) ocHameHus IlomemieHnii BXOJHBIMH JBEPbMH C 3aMKaMH, OOECHEeYeHHs
MOCTOSIHHOTO 3aKpbITUs JBeped llomelieHnid Ha 3aMOK M MX OTKPBITHUSI TOJBKO IS
CaHKLIMOHUPOBAHHOIO MPOXO0Ja, a TaKXke omnedarbiBaHus [lomenieHuil mo OKOHYaHUU
pabouero aHs winu obopynoBaHue [lomelnieHui COOTBETCTBYIOIIMMH TEXHUYECKUMHU
YCTPOMCTBAMH, CUTHAIIU3UPYIOIIUMHU O HECAHKLIIMOHUPOBAHHOM BCKpbITHU [ToMeniennit;

0) yrBepxaeHus paBui goctyna B [lomenienust B pabodee u Hepadodee Bpems, a
TaKX€ B HEIITATHBIX CUTyalUAX;

B) YTBEP KJICHUS TIEpEUHs JIUL, UMEIOIUX MpaBo focryna B [lomemenus.

7. Hns BbIMONHEHUS TpeOOBaHUsSA, yKa3aHHOro B mojanyHkre "0" myHkTa 5
HACTOSIIIET0 TOKYMEHTa, HE0OXO0AUMO:

a) OCYUIECTBJISTh XPAaHEHHE CHEMHBIX MAIIMHHBIX HOCHUTENIEH IMepCOHATbHBIX
JaHHBIX B cerax (MeTamnueckux mkadax), 000pyJ0BaHHBIX BHYTPEHHUMH 3aMKaMU C
IByMsl WM OoJiee AyOnvKaTaMH KIHOYeH W MPHUCHOCOOJICHUSMH JJi OlevyaThbIBaHUS
3aMOYHBIX CKBaXUH WJIM KOJOBBIMHU 3aMKaMU. B cilydyae eciii Ha CheMHOM MAaIllMHHOM
HOCHUTEJIE TMEePCOHANBHBIX JAHHBIX XpaHATCA TOJBKO TMEPCOHANIbHBIE JaHHBIE B
3amu@poBanHoM ¢ wucnoias3oBanreM CK3U Buze, nomyckaeTcsi XpaHEHHE TaKHUX
HOCHTEJICH BHE ceiipoB (METAITMUECKUX MTKA(OB);

0) OCYyILIECTBIATh MOIK3EMIUISIPHBIM YYET MAIIMHHBIX HOCUTENIEH MEePCOHATBHBIX
JAHHBIX, KOTOPBIM JIOCTUIaeTcsl IIyTEM BEIEHUs IHKypHajga YydeTa HOCHTEIEH
MEPCOHAIIBHBIX JJAHHBIX C UCIIOJIb30BAHUEM PETUCTPALMOHHBIX (3aBOJCKHX) HOMEPOB.

8. Jlns BbINOJMHEHUs TpeOOBaHUS, YKa3aHHOrO B MOJANyHKTe 'B'" IyHKTa 5
HACTOSIIETr0 JOKYMEHTa, HEOOXOAUMO:

a) pa3paboTarh M yTBEPAUTH JOKYMEHT, ONPEACISIIONINI NepedyeHb Jull, JOCTYI
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KOTOPBIX K MEPCOHAIbHBIM JAHHBIM, 00padaThiBa€MbIM B MH(GOPMAIIMOHHONW CUCTEME,
HEO0OXOIUM JIJIs1 BBITIOJTHEHUS UMM CITY>KEOHBIX (TPYAOBBIX) 00SI3aHHOCTEH;

0) MojIepKUBATh B aKTyaJIbHOM COCTOSIHUM JIOKYMEHT, ONPENEISIONINA epedeHb
JUL, JOCTyH KOTOPhIX K TI€PCOHAJIBHBIM  JaHHBIM, O0OpalOaThIBa€MbIM B
MH(POPMALIMOHHON CUCTEME, HEOOXOANM JJIsl BHITIOJIHEHUSI UMHU CITY>KEOHBIX (TPYIOBBIX)
00s3aHHOCTEM.

9. Jlns BeIMONMHEHWS TpeOOBaHMs, YKa3aHHOTO B MoanmyHkTe 'T" myHKTa 5
HACTOSIIEr0 JOKYMEHTa, HEOOXOIMMO JUIsl KaXKIOTO W3 YPOBHEH 3alllMIIEHHOCTH
MEPCOHANBHBIX AaHHBIX npuMeHeHrne CK3U cooTBETCTBYIOMIErO Kilacca, MO3BOJISIOIINX
oOecrieunBath ~ 0€30MACHOCTh  IMEPCOHAIBHBIX  JAHHBIX  OpU  pead3aluu
[eJICHANIPABJICHHBIX JIECHCTBUN C MCIIOJIb30BAaHUEM amllapaTHbIX W (WUJIM) MPOrpaMMHBIX
CPEICTB C IeNbl0 HapylieHus Oe3omacHoctu 3ammmiaeMbeix CK3U mepcoHanbHbIX
JaHHBIX WM CO3JIaHUs YCIOBUM Ui 3TOTO (Aajiee - aTaka), KOTOPOe JOCTUTAETCS IIyTEM:

a) TONy4YEHUS HCXOJHBIX JIAHHBIX I8 (OPMHUPOBAHUS  COBOKYITHOCTH
IIPEANOJIOKEHUH O BO3MOYKHOCTSX, KOTOPBIE MOTYT HCIIOJIB30BaThCA IPH CO3JaHUU
CHOCc000B, IOJArOTOBKE U MPOBEICHNUH aTaK;

0) QopmHupoBaHUS U YTBEPKACHHUSI PYKOBOJIUTEIEM OIEpaTopa COBOKYITHOCTH
MPEANOJIOKEHUA O BO3MOYKHOCTSIX, KOTOpPBIE MOTYT HCIIOJIb30BaThCA NPHU CO3JAaHUU
Croco00B, MOATOTOBKE M MPOBEJICHNUHU aTAK, U ONPENEICHNUE Ha 3TOM OCHOBE U C yUYETOM
THUIIa aKTyaJdbHBIX yrpo3 Tpedyemoro kiacca CK3U;

B) HCIOJB30BaHMS JUisi oOecrneueHus TpeOyeMoro YpOBHsS 3alllMILEHHOCTH
MEPCOHANIBHBIX JAaHHBIX NpU UX 00padoTke B nHpopmanronHoi cucreme CK3U knacca
KC1 u Bp11IE.

10. CK3H xnacca KC1 npumeHstoTcs 1751 HEUTpaldu3allu aTak, IpU CO3IaHUU
CHO0CO0O0B, OJATOTOBKE M MPOBEIEHUU KOTOPBIX HCIOJIb3YIOTCS BO3ZMOKHOCTH M3 YMCIIA
CJIEIYIOLLUX:

a) co3maHue Ccroco0OB, TOATOTOBKAa M TPOBEAEHHWE aTak 0e3 MPUBICYCHUS
CHEIUAINCTOB B 00acTu paspabotku u ananmmza CK3U;

0) coznmanue croco0OB, MOATOTOBKA U MPOBEICHHME aTaK Ha Pa3IMYHBIX dTarax
sku3HenHoro nukiaa CK3U**;

B) MpOBEJEHUE aTakd, HaXOASCh BHE MPOCTPAHCTBA, B IMpEAeNiax KOTOPOro
OCYILIECTBIISIETCS KOHTPOJIb 32 MpeObIBaHUEM U JECHCTBUSMHU JIUI] U (UJIM) TPAHCTIOPTHBIX
CpeACTB (Hayee - KOHTpOJUpyemas 30Ha)™**;

') IPOBEICHUE Ha ATanax pa3padboTku (MOACPHU3AIINH), POU3BOICTBA, XPAHCHUS,
tpancnoptupoBku CK3U u srane BBoaa B skcmyaranuio CK3U (myckoHanano4yHbie
paboThI) CIAEAYIONIUX aTaK:

BHECEHUE HECAHKIMOHUPOBAaHHBIX M3MeHeHn B CK3U u (Mnm) B KOMIOHEHTHI
amnmapaTtHbIX M OPOTPaMMHBIX  CPEACTB, COBMECTHO C KOTOPBIMH  IIITaTHO
byakuuonupyror CK3M  w B COBOKYITHOCTH  TPEACTABISIONINE  CPEIy
¢byukuonupoBanuss CK3U  (manee - C®), KoTOpble CHOCOOHBI MOBIHUATH Ha
BbInoaHeHue npenbsasiasieMbix K CK3U TpeGoBanwmii, B TOM 4HClie C MCIOIb30BAHUEM
BPEJOHOCHBIX MTPOTrpamMM;

BHECEHHE HECAHKIIMOHMPOBAHHBIX M3MEeHEHUH B nokyMeHTauuio Ha CK3U wu
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KOMNOHEHTHI CD;

1) IpoBeeHue aTak Ha 3Tane 3Kkciutyatanun CK3U na:

NEPCOHAILHBIC JIAHHBIE;

KIIIOYEBYIO, ayTEHTUDHUIIUPYIONIYIO U MapoibHyto nHpopmanuio CK3U;

nporpamMmmubie KomrnoHeHTsl CK3U;

annapatabie KomnoHeHTsl CK3U;

nporpammHubie KOMHoHeHThl C®D, BKIto4as mporpaMMHoe odecrieuenue BIOS;

anrmnapartHbie KOMIOHEHThI CD;

JlaHHBIE, TIepeaBaeMbIe 10 KaHaJIaM CBSI3H;

WHBIE OOBEKTHI, KOTOpPHIE YCTAHOBJCHBI MpPH (HOPMHUPOBAHUHM COBOKYITHOCTH
MPEANOJNIOKEHUM O BO3MOYKHOCTSX, KOTOPbIE MOTYT HCIOJb30BaTbCS IPU CO3JaHUH
CIocO0OB, TMOATOTOBKE U TMPOBEJACHUM aTak C y4yeTOM T[PUMEHSEMBIX B
UH(OpPMAIIMOHHONW cucTeMe HH(GOPMAIIMOHHBIX TEXHOJOTUM, ammapaTHbIX CPEICTB
(manee - AC) u nporpammHOTro obecrieuenus (naiee - [10);

€) MOJy4YeHUEe M3 HAXOASAIIMXCS B CBOOOJHOM JIOCTYIE€ MCTOYHHMKOB (BKJIHOYAs
MH()OPMAIMOHHO-TEJICKOMMYHUKAIIMOHHBIE CETH, JOCTYN K KOTOPHIM HE OrpaHUYeH
OTpeJIeTICHHBIM KPYTOM JIMII, B TOM 4YKClie MHHOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHYIO
cetb "Unrepuer") wuHdopmanumu 00 UHOOPMAIMOHHOW CHUCTEME, B KOTOpPOH
ucnonb3yercst CK3U. [Ipu 3ToM MOXKET ObITh OJyd€HA CIAEAYIOIIast HHPOpMaLUs:

oO1ue cBeneHust 00 MHPOPMALMOHHOM cuctemMe, B KoTopoil ucnonb3yercss CK31U
(Ha3HaUueHWE, COCTaB, oOmepaTop, OOBEKThI, B KOTOPBIX pa3MEIICHbl PECYPCHI
MH(}OPMAITMOHHOW CUCTEMBI);

cBeneHusT 00 MHGPOPMAIMOHHBIX TEXHOJOTUsIX, Oazax nanubix, AC, IO,
HCIIOJB3YyeMbIX B HMH(popMamuoHHoW cucteme coBMecTHO ¢ CK3MU, 3a uckimroueHueMm
CBEJICHUI, COAEpXKAIIMXCS TOJIBKO B  KOHCTPYKTOPCKOW  JOKYMEHTallMM  Ha
nHpopMaIMoOHHBIE TeXHoJoruu, ©Oa3pl maHHbX, AC, IIO, wucnomp3dyembic B
uHdopmarmonHoi cucreme copmecto ¢ CK3U;

coaepKaHhe KOHCTPYKTOpCcKou nokymeHTanuu Ha CK3U;

coJiepKaHUe HAXOJAIEHCS B CBOOOTHOM JIOCTYIIE TOKYMEHTAIIMU Ha anmapaTHbIe
u niporpamMMHbie KoMItoHeHTsl CK3U n CO;

oOmue cBeACHUs O 3aluinaeMoil WHGOpMAaIMU, HUCIOIb3yeMOW B IIpoliecce
skcrryatanuu CK3U;

CBEJCHUS O KaHAJIaX CBS3M, MO KOTOpbIM Tmepenatorcs 3amuinaembie CK3U
MepcoHaIbHbIE JaHHBIE (J1aJiee - KaHaJl CBS3H);

BCE BO3MOJKHBIC JIaHHBIC, TIEpeaBacMble B OTKPBHITOM BHUJIE 110 KaHAJIaM CBSI3U, HE
3alUIIEHHBIM OT HECAHKIIMOHUPOBAHHOIO JI0CTYIA K HH(POpMAIIMU OpraHU3allMOHHBIMU
Y TEXHUYECKUMU MEpPaMHU;

CBelleHHsT 000 BCEX MPOSBIAIONIMXCA B KaHajaxX CBS3W, HE 3alIUIICHHBIX OT
HECAaHKIIMOHUPOBAHHOTO JOCTYIA K MH()OpPMAIIMK OpPraHU3aI[MOHHBIMUA M TEXHUYECKIUMHU
Mepamu, HapylieHusx npasui skciuryatainuu CK3U u CO;

CBelleHHsT 000 BCEX MPOSBISAIONIMXCA B KaHajaxX CBS3W, HE 3alIUIICHHBIX OT
HECaHKIIMOHUPOBAHHOTO JOCTYIA K MH()OpMAIIUK OpPTraHU3aIMOHHBIMUA M TEXHUYECKIUMHU
MepaMU, HEUCTIPABHOCTAX M cO0siX anmaparHbix KomnoHeHToB CK3U u CO;
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CBEJICHUS, TOJIy4aeMble B pe3yJbTaTe aHajIu3a JIOObIX CUTHAJIOB OT anmapaTHBIX
koMnoHeHTOB CK3U u CD;

) IPUMEHCHHE:

HAXOJSAUIUXCSI B CBOOOJHOM JOCTYNE WM MCIHOJb3YyEeMbIX 3a MpeJeiamMu
koHTposmpyemoi 3086l AC u I10, BkiItoyas annapatHble U MPOTPaMMHbBIE KOMIIOHEHTHI
CK3U u CD;

cnenuansHo pazpaboranusix AC u [10;

3) HKCIOJB30BAaHWE HA 3Tale HKCILTyaTallMd B KayecTBE CpeAbl IMepeHoca OT
cyOBekTa K 00BEKTY (0T 00BhEKTa K CYOBEKTY) aTaKu ACHCTBUMN, OCYIIECTBISEMBIX MPU
MOATOTOBKE U (WJIM) MPOBEICHUU aTaKU:

KaHAJIOB CBSI3M, HE 3alMIICHHBIX OT HECAHKIMOHUPOBAHHOIO JOCTyHa K
uH(GOpPMallUU OPraHU3aALIMOHHBIMUA U TEXHUYECKUMHU MEPaMU;

KaHaJOB pacCHpOCTPAaHEHUSI CUTHAJIOB, CONPOBOXKJAIOIIUX (PYHKIHMOHUPOBAHUE
CK3U u CD;

M) TpPOBEACHME HA JTale »dKCIUIyaTallud aTakd W3 HWH(POPMAaLUOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETEH, JOCTYIl K KOTOPBIM HE OrPAHMYEH OIPEICICHHBIM
KpyroMm JHI, €ClId MH(POPMAIMOHHBIE CUCTEMBI, B KOTOpbIX Hcnoib3ytorcs CK3U,
MMEIOT BBIXOJI B 3TH CETH;

K) MCIOJIb30BaHUE Ha JdTale »JKCIUTyaTalud HAaXOASIIUXCA 3a IHpeleraaMu
koHTposupyemor 30H6I AC u IO u3 cocraBa cpeAcTB MHPOPMALMOHHON CHCTEMBI,
npuMeHseMbIX Ha MecTax 3kcruryaraunu CK3U (manee - mratHele CpesicTBa).

11. CK3H xmacca KC2 npumeHSIOTCS I HEUTpAIU3alMKU aTaK, IPU CO3TaHUU
Croco00B, MOJArOTOBKE U MPOBEACHUHN KOTOPBIX MCIOJIb3YIOTCS BO3MOXKHOCTH W3 YUCIa
IIEPEYHCIICHHBIX B IYHKTE |0 HACTOSIIEro JOKYMEHTa U HE MEHEEe OJTHOM U3 CIEAYIOIIMNX
JOTIOJTHUTENIBHBIX BO3MOKHOCTEH:

a) MPOBEJEHUE aTaK! IIPU HAXOXKJICHUH B IpeJenax KOHTPOJIUPYEMOM 30HBI;

0) nmpoBeaeHMe atak Ha dTane skcruryatanuu CK3U Ha crnenyromnie o0beKThI:

noxkymeHnTanuo Ha CK3U u komnonenTsl CD;

ITomenieHus, B KOTOPBIX HAXOAUTCSI COBOKYITHOCTbD IPOTPAMMHBIX U TEXHUYECKHUX
AJIEMEHTOB CHUCTEM O00PaOOTKU JAHHBIX, CTOCOOHBIX (PYHKIIMOHUPOBATH CAMOCTOSITEIbHO
WM B cocTase pyrux cucteMm (nanee - CBT), Ha koTopeix peaniuzoBanbl CK3U u CO;

B) MOJYYEHUE B paMKax MPEAOCTaBICHHBIX MOJHOMOUYUN, a TAKKE B pe3yJbTaTe
HaOJII0JICHUN ciienyroiie nHhopMaIuu:

CBEJICHUH O (PU3MYECKUX Mepax 3alluThl OOBEKTOB, B KOTOPBIX pa3MEIICHbI
pecypcbl THGOPMAIIMOHHON CUCTEMBI;

CBEJIEHUH O Mepax MO0 O0O0ECHEeUYeHHUI0 KOHTPOJUPYEMOM 30HbI OOBEKTOB, B
KOTOPBIX pa3MelleHbl pecypchbl HHPOPMAITMOHHON CHCTEMB,

CBEIEHUI O Mepax MO pa3rpaHMYeHHI0 jaocTyna B IloMemeHus, B KOTOPBIX
HaxoxasaTcs CBT, Ha kotopeix peanuzoBanbl CK3U u C;

I') HCIOJB30BAHKE IITATHBIX CPEACTB, OTPAHUYEHHOE MEPAMU, PEATTM30BAHHBIMU B
uH(POPMALIMOHHON cucTteMe, B kKoTopoil ucmnoabidyercs CK3U, u nHanpaBieHHBIMH Ha
MPEIOTBPALICHNE U IPECCUCHNE HECAHKIIMOHUPOBAHHBIX I€MCTBUM.

12. CK3U1 knacca KC3 npuMeHsIIOTCS 11 HEUTpaau3alMyd aTtak, Ipu CO3/IaHUuU
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CIOCO0OB, MOJATOTOBKE U MPOBEACHUHN KOTOPBIX MCIOJIB3YIOTCS BO3MOKHOCTH W3 YUCIa
nepeurcieHHbXx B nyHkrax 10 m 11 Hacrosiero DOKyMEHTa M HE MEHee OJHOU W3
CIEAYIOIINX TOMOTHUTEIBHBIX BO3MOXKHOCTEN:

a) pusnueckuit noctyn k CBT, Ha kotopeix peanuzoBanbl CK3U u CD;

0) BO3MOXXHOCTH pacrnoyiarath amnmapatHbiMu kommoHeHTamu CK3U u CO,
OTpaHMYEHHas MEpaMH, PEaTU30BaHHBIMU B HH(POPMAIIMOHHON cHCTeMe, B KOTOpOM
ucnionb3dyercss CK3W, u HampaBieHHbIMM Ha TNPEJOTBpAIICHHE W MPECEYEHUE
HECAaHKIIMOHUPOBAHHBIX JEHUCTBUU.

13. CK3U kiacca KB npuMeHsIOTCS Ui HEUTpalu3alMKu aTak, MpU CO3AaHUU
CI0CO0O0B, MOJArOTOBKE U MPOBEAECHUHN KOTOPBIX MCHOJIB3YIOTCS BO3MOXXHOCTH W3 4YUCIa
nepevrcieHHbix B nyHktax 10 - 12 Hacrosiiero JOKyMEHTa M HE MEHEe OJIHOM u3
CJIEIYIOIUX JIOIIOJIHUTEIIBHBIX BO3MOKHOCTEN:

a) co3laHue CcrocoOoB, MOJArOTOBKAa U IPOBEIECHHUE aTaKk C IPUBJICUYCHUEM
CIEIUATNCTOB B 00JIACTH aHaJIM3a CUTHAJIOB, COMPOBOXKIAIOMUX (HYHKIIMOHUPOBAHUE
CKBU mw CO, um B o007acTH HCHOJB30BAHMUS JUIS  peaju3allud  aTak
HEJIOKYMEHTHUPOBAHHBIX (HEJEKJIAPUPOBAHHBIX ) BO3MOKHOCTEH npukiaanoro [10;

06) mposenenue mnabopatopHbix wucciuenoBanuii CK3U, wucnonbp3yembix BHE
KOHTPOJIMPYEMOM 30HBI, OTPAHUYEHHOE MEPaMHU, PEATM30BAHHBIMUA B HH(POPMALIMOHHOMN
cucreme, B Kotopor ucnoas3yercss CK3U, m HampaBiieHHBIMM HAa NPEIOTBPAILLECHHUE U
[IPECECYCHNE HECAHKIIMOHUPOBAHHBIX ICUCTBUM;

B) TpoBefeHHe paboT MO CO3/IaHMI0 CHOCOOOB M CPEACTB aTak B Hay4HO-
MCCJIEI0BATENbCKUX LEHTPaX, CHeHAIU3UPYIOIIUXCS B 001acTH pa3pabOTKU U aHAIHM3a
CK3U1 u CO, B TOM YHCIIE C HCIIOJL30BAHUEM HMCXOJHBIX TEKCTOB BXoxdiiero B CD
npukiagHoro [10, HemocpencTBEHHO UCTOIB3YIONMIETO BHI30BHI MTPOTPAMMHBIX (DYHKITUH
CK3M1.

14. CK3U kmacca KA mpuMeHStoTCS sl HEWTpaau3aluu aTak, Mpu CO3IaHUU
CHO0CO0O0B, OJATOTOBKE M MPOBEIECHUU KOTOPBIX HCIOJIb3YIOTCS BO3ZMOKHOCTH M3 YMCIIA
nepeunciiennble B nmyHkrax 10 - 13 HacTosmiero MOKyMEHTa M HE MEHEe OJIHOW W3
CJIEIYIOIIUX JIONOJIHUTEIBHBIX BO3MOKHOCTEM:

a) CO3lIaHMe CIOCOOOB, TOATOTOBKA M TIPOBEJACHHWE aTak C IMPHUBJICUCHUEM
CHEIHUATNCTOB B 00JIACTH MCIOJIB30BAHUS JUIsl pealin3allii aTak HeJJOKyMEHTUPOBAHHBIX
(HenexmapupoBaHHBIX) BO3MOXkHOCTeH cuctemHoro [10;

0) BO3MOXXHOCTb pacIioyiaraTh CBEJCHUSIMH, COACPKAIIUMUCS B KOHCTPYKTOPCKOMN
JIOKYMEHTAIIMH Ha arapaTHbIe U TporpaMMHbIe KOMITOHEHTH CD;

B) BO3MOXXHOCTh pacroJjiaraTb BceMu amnmapatHbiMu komroHeHTamu CK3U u CO.

15. B npomecce ¢dopMupoBaHUS ~ COBOKYITHOCTU  MPEANOJOXKEHUH O
BO3MOXKHOCTSIX, KOTOPBIE MOTYT KCIIOJIb30BATHCS MPU CO3JIaHUU CIIOCOOOB, MOATOTOBKE
U TPOBEJICHUM AaTaK, JIOMOJHUTEIbHBIE BO3MOXKHOCTH, HE BXOMSIIME B YHUCIO
nepeuucieHubix B nynkrax 10 - 14 HacTosimero AJOKyMeHTa, HE BIUAIOT Ha MOPSIOK
onpenenenus Tpedyemoro kinacca CK3MU.

III. CocTaB u cogepxkaHue OPraHU3ANMUOHHBIX U TEXHUYECKHUX MepP, He00X0AMMBbIX



IJIsl BBINOJIHEHUS ycTaHOBJIeHHBIX [IpaBurenscrBom Poccuiickoit @enepaumnu
TpeOOBaHMH K 3aLIIUTE NMEPCOHAJbHBIX JaHHBIX /151 3 YPOBHA 3AIUIIECHHOCTH

16. B cootBercTBUU ¢ TyHKTOM 14 TpeGoBaHMil K 3alUTe MEPCOHATBHBIX TaHHBIX
1 o0ecnieueHns 3 ypOBHS 3aIMILEHHOCTH MEPCOHANBHBIX TaHHBIX MPU UX 00paboTKe
B MH(OPMAIMOHHBIX CHCTEMaxX IMOMHUMO BBIIIOJHEHUS! TpeOOBaHUM, MPETyCMOTPEHHBIX
IIYHKTOM 5 HAaCTOSILEro JOKYMEHTa, HEOOXOAMMO BBIOJIHEHHE TpeOOBaHUS O
Ha3HAYeHUHU JOJDKHOCTHOrO JsMua (pabOTHHKA), OTBETCTBEHHOrO 3a oOOecleueHue
0€30MacCHOCTH MIEPCOHANBHBIX JaHHBIX B UH(POPMALIMOHHON CUCTEME.

17. Jlna BbllIOJNHEHUS TpeOOBaHMUS, YKa3aHHOro B IyHKTe |6 HacTOsIIEro
JOKYMEHTa, HEOO0XOJMMO Ha3HayeHue OOJIAJAIoOEro JOCTATOYHBIMU HaBbIKAMU
JOJDKHOCTHOTO Jiuiia (paboOTHHKA) omepaTopa OTBETCTBEHHBIM 3a O0ECIeueHUE
0€30MaCHOCTH MEPCOHANIBHBIX TAHHBIX B HHPOPMALIMOHHOWN CHCTEME.

18. Jlns BeIMOJAHEHUsT TpeOOBaHUA, YKa3aHHOrO B TNOANyHKTEe 'T' IMmyHKTa 5
HACTOSIIEr0 JOKYMEHTa, HEOOXOJMMO BMECTO MEpBhI, MPETYCMOTPEHHOM IOAIMYHKTOM
"B" myHkTa 9 HaCTOALIEro JOKYMEHTa, MCIOJb30BaTh JJis1 OOecrnedeHus Tpedyemoro
YPOBHS 3aIIMIIEHHOCTH MEPCOHAIBHBIX JAHHBIX MPU UX 00pabOTKE B MHPOPMALIMOHHOM
CUCTEME:

CK3U knacca KB u Bpie B ciayyasx, koraa st ”HGOPMAMOHHON CHUCTEMBbI
aKTyaJIbHbI YTPO3bI 2 TUIIA;

CK3U knacca KC1 wu Bbllie B ciydasix, Korjna i WHOOPMAIMOHHONW CHUCTEMBI
aKTyaJIbHBI yTPO3bl 3 TUNA.

IV. CocTaB u coaep:xkaHue OPraHN3alMOHHBIX M TEXHUYECKUX MepP, He00X0IMMBbIX
JJIS BBINOJIHEHUs ycTaHOBJIeHHBIX [IpaBuTenscrBom Poccuiickoin ®@enepauuu
TpeOOBaHMH K 3alIIUTE NMEPCOHAJbHBIX JaHHBIX JJIf1 2 YPOBHSA 3AIIUIICHHOCTH

19. B cooTBercTBUHU ¢ myHKTOM 15 TpeboBaHuil K 3alIUTe NEPCOHATBHBIX JaHHBIX
IUIsl oOecrnieueHrs 2 ypOBHS 3alIUIIICHHOCTH NIEPCOHAIBHBIX AAaHHBIX MPU UX 00paboTKe
B MH(POPMAIIMOHHBIX CHCTEMax MOMHMMO BBIIIOJIHEHUSI TPEOOBaHUH, MPETyCMOTPEHHBIX
nyHkTaMu 5 U 16 HacToAIEero JOKYMEHTa, HEOOXOJMMO BBIINOJHEHHE TPeOOBaHUS O
TOM, YTOOBI IOCTYT K COACP>KaHUIO IJIEKTPOHHOTO XKYypHajia COOOIIEHUI ObLT BO3MOXKEH
UCKIIIOYUTENbHO s JOJDKHOCTHBIX  JHIl  (paOOTHUKOB)  omeparopa  WJH
YIOJHOMOYEHHOTO JIMLA, KOTOPHIM CBEACHHUSI, COJEPKAIMECs B YKa3aHHOM KypHale,
HEO0OXOAMMBI JIsI BBIMIOJTHEHUS CITYKEOHBIX (TPYIOBBIX) O0S3aHHOCTEH.

20. Jns BoImonHEHHWS TpeOOBaHMs, yKa3aHHOTO B MyHKTe |9 HacTosmero
JIOKYMEHTa, HEOOX0IUMO:

a) YTBEpXJCHHE PYKOBOAMUTEIEM OIlepaTopa CIHUCKAa JIHI, JAOMYIEHHBIX K
COJIEP KaHUIO JIEKTPOHHOTO KypHaJla COOOIIEHU, U MOAAepKAaHUE YKa3aHHOTO CIHCKa
B aKTyaJIbHOM COCTOSTHUWU;

0) oOecrieuenne  MHGOPMAIMOHHONW  CHUCTEMBI  ABTOMATHU3MPOBAHHBIMHU
CpelICTBaMH, PETUCTPUPYIOLIMMHU 3aIPOCHI MOJIb30BaTeNe HHPOPMAIIMOHHON CHUCTEMBI
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Ha MOJIyYeHHUE MEPCOHANIbHBIX JTAHHBIX, a TakXKe (PaKThl MPEIOCTaBICHUS TIEPCOHATBHBIX
JAHHBIX MO 3THUM 3apOocaM B JIEKTPOHHOM KYypHaJe COOOIICHHI;

B)  oOecrieyeHue  HMHPOPMAIMOHHONM  CHCTEMbl  ABTOMATU3MPOBAHHBIMU
CPEACTBAMHM, HCKIIOYAKOIIMMU JOCTYIl K COAEPKAHUIO AJIEKTPOHHOTO KypHAJa
COOONICHUI JIMI, HE YKa3aHHBIX B YTBEPKIECHHOM PYKOBOAMTEIEM OIEpaTopa CIHUCKE
JIUL, TOMYIIEHHBIX K COJEPKAHUIO AIEKTPOHHOTO KypHaia COOOIEHU;

r) oOecreyeHne MEPUOAMYECKOTO KOHTPOJS pabOTOCIOCOOHOCTH YKa3aHHBIX B
noanyHkrax "0" u "B" HACTOAILIEro MyHKTa aBTOMaTU3WPOBAHHBIX CPEACTB (He pexe 1
pasa B OJIT0AA).

21. JIns BbImonmHeHHWs TpeOOBaHMS, yKa3aHHOTO B rmojanyHkte 'T'" myHKTa 5
HACTOSIIETO JOKYMEHTa, HEOOXOIMMO BMECTO MEp, MPEAYCMOTPEHHBIX MOITYHKTOM "B"
NyHKTa 9 U IYHKTOM |8 HacCTOSILEro JOKyMEHTa, HCHOJIb30BaTh ISl OOECIeYeHMs
TpeOyeMoro ypoBHSl 3alIUILIEHHOCTH NEPCOHAIBHBIX JaHHBIX MPU HUX 00paboTKe B
UH()OPMAITMOHHOM CUCTEME:

CK3U knacca KA B ciywasix, korja ajisi ”HGOPMAITMOHHONW CUCTEMBI aKTyaJlbHbI
yrpo3sl 1 Tuna;

CK3U knacca KB u Bpie B ciayyasx, Koraa st ”HGOPMAMOHHON CHUCTEMBbI
aKTyaJbHbI YTPO3bI 2 TUIIA;

CK3U knacca KC1 u Bblle B ciiydasix, Korjaa i WH(QOPMAMOHHOW CHUCTEMBI
aKTyaJbHbI yTpo3bl 3 TUNA.

V. CocTaB u coiep:KaHUe OPTraHU3ANMUOHHBIX U TEXHUYECKHX MepP, He00X0AMMBbIX
JJIS BBINOJIHEHU s ycTaHOBJIeHHBIX [IpaBuTenscrBom Poccuiickoin ®@enepauuu
TPpeOOBAHUN K 3allMTE MEPCOHAJbHBIX JAHHBIX JJI 1 YPOBHSA 3alIMIIIEHHOCTH

22. B cootBercTBUM ¢ TyHKTOM 16 TpeGoBaHui K 3alTUTE IEPCOHATBHBIX JaHHBIX
Uit obecrnieueHust 1 ypoBHS 3alUIIICHHOCTH TIEPCOHANBHBIX JAaHHBIX MPU UX 00paboTKe
B MH(OPMAIIMOHHBIX CHCTEMax MOMHMO BBIMOJIHEHUS! TPEOOBaHMUH, MPETYCMOTPEHHBIX
nyakramu 5, 16 u 19 Hacrosmero JoKyMeHTa, HEOOXOIUMO BBIMIOJHEHHE CICTYIOITUX
TpeOOBaHMIl:

a) aBTOMAaTHYeCKas pErucTpamus B JJICKTPOHHOM KypHaje Oe30MMacHOCTH
W3MCHEHUS TTOJITHOMOYHH COTPYAHUKA OTIEpaTopa 1Mo AOCTYIy K IEPCOHATBLHBIM JIaHHBIM,
coJiep KalmMmMcs B ”HGOPMAIIMOHHON CUCTEME;

0) co3maHue OTHETHHOTO CTPYKTYPHOTO IMOJAPa3Je/ieHUs], OTBETCTBEHHOTO 3a
oOecrieueHne 6e30MacHOCTH NMEPCOHAIBHBIX TAHHBIX B MH(OPMALIMOHHON cUCTEME, JTUOO
BO3JIOKCHHE €r0 (GYHKIIUK HA OJTHO U3 CYIIECTBYIOIINX CTPYKTYPHBIX MOApa3ICICHUH.

23. Jlns BBIIONHEHHS TpeOOBaHUs, YKa3aHHOTO B MOANyHKTe "a'" myHKTa 22
HACTOSIIETO TOKYMEHTa, HE0OXO0IUMO:

a) obOecnieueHne  HMHPOPMAIMOHHOM  CHCTEMBl  ABTOMATU3MPOBAHHBIMU
CpeICTBaMHU, MO3BOJISIONIMMH aBTOMATHYECKH PETUCTPUPOBATH B AJICKTPOHHOM KypHAJIE
0€30macHOCTH W3MEHEHUS TIOJIHOMOYMHA COTPYJAHUKA OIeparopa IO JOCTYIy K
MIEPCOHAJILHBIM JaHHBIM, COIEPKAIIUMCS B HH(OOPMAITMOHHON CUCTEME;
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0) OTpa)keHHE B PJICKTPOHHOM KypHaJie 0€30MaCHOCTH MOJTHOMOYUN COTPYIHUKOB
omeparopa IEPCOHANBHBIX JAHHBIX IO JOCTYIy K II€PCOHAJIbHBIM JIaHHBIM,
colepKalmuMcsi B MHMOPMAIMOHHOW CHCTEME. YKa3aHHbIE I[MOJHOMOYHUS JIOJKHBI
COOTBETCTBOBATH JIOJDKHOCTHBIM 00S3aHHOCTSM COTPYJIHUKOB ONEpaTopa;

B) Ha3HAYECHHUE ONEPATOPOM JIMLA, OTBETCTBEHHOI'O 3a MEPUOJAMYECKUI KOHTPOIb
BEJICHUS 3JIEKTPOHHOIO XypHaja O€30MaCHOCTH M COOTBETCTBUS OTPAXKCHHBIX B HEM
MTOJIHOMOYHI COTPYAHUKOB OIEpaTOpa HUX JOJLKHOCTHBIM OO0sI3aHHOCTSM (HE pexe 1
pasa B MecsIl).

24. ]Jlns BBIMONHEHUS TpeOOBaHUs, YKa3aHHOTO B TojanmyHkTe "0" myHkrta 22
HACTOSIIIEr0 TOKYMEHTa, HEOOXO0IUMO:

a) MPOBECTU aHaJIM3 LEIecOO0pPa3HOCTU CO3JAHUSA OTIEIBHOIO CTPYKTYpPHOTO
NOJIpa3/IeJIeHusl, OTBETCTBEHHOIO 3a oOlecreyeHne Oe30MacHOCTH IEPCOHAIbHBIX
JaHHBIX B UH(OPMALIMOHHON CUCTEME;

0) co3maTh OTHENBbHOE CTPYKTypHOE TIOJpa3/elieHue, OTBETCTBEHHOE 3a
o0ecnieueHre Oe30MaCHOCTH MEPCOHATBHBIX JAHHBIX B MUH(OPMAILIMOHHOH cucTeMe, 100
BO3JIO’KUTh €r0 (PYHKIIMH Ha OJTHO U3 CYIIECTBYIOUIUX CTPYKTYPHBIX MOJIPA3/ICICHUN.

25. Jlna BeIMONMHEHUs TpeOOBaHUA, YKa3aHHOTO B TmojnyHkre "a" myHkTa 5
HACTOSIIEr0 TOKYMEHTA, Il oOecrieueHus 1 ypoBHSI 3alIMILEHHOCTH HEOOXO0IUMO:

a) oOopynoBarb oOkHa IlomeneHuid, pacrojOKEHHbIE Ha TMEPBBIX W (WUIIH)
MOCEAHUX dTAXKaxX 34aHUM, a TakKe OkHa [loMemennil, HaXOIAIKECS OKOJIO MOXKAPHBIX
JECTHUL, M JAPYI'MX MECT, OTKyJa BO3MOXHO MpoHHKHOBeHHWE B [loMemeHus
MOCTOPOHHUX  JIMI, METAJUIMYECKUMHU pEIIeTKaMH WM CTaBHAMH, OXpPaHHOU
CUTHAJIM3AIMEN WM JPYTUMH CPEACTBAMU, MPEMATCTBYIOIIMMHU HEKOHTPOJIUPYEMOMY
IIPOHUKHOBEHUIO IIOCTOPOHHUX JIML[ B IOMELICHMUS;

0) obopynoBaTh OkHa U JBepu llomemieHuii, B KOTOPBIX pa3MeEUIeHbl CEPBEPHI
MH()OPMAITMOHHONW CUCTEMBI, METAJUIMUYECKUMH PEIIEeTKAMU, OXPAHHOW CUTHAIM3AIUEH
WIM APYTUMH CPEACTBAMU, MPENSATCTBYIOIIMMH HEKOHTPOJIMPYEMOMY IPOHUKHOBEHHIO
ITOCTOPOHHUX JIUI] B IOMEILIECHHUSI.

26. Jlna BeImosHeHUs TpeOOBaHUS, YKA3aHHOTO B MoAmnyHkTe 'r'" myHkTa 5
HACTOSIIIETr0 JOKYMEHTa, HE0OX0JIMMO BMECTO MEp, MPEAYCMOTPEHHBIX MOTYHKTOM "B"
nyukTa 9, nynkramu 18 u 21 HacTOsIIEro TOKYMEHTa, UCIOJb30BaTh JJIsl OOecreyeHus
TpeOyeMOro ypoOBHs 3allMIIEHHOCTH NEPCOHAJIBHBIX JaHHBIX NpPU HX 00paboTKe B
MH(}OPMAIITMOHHOW CUCTEME:

CK3U knacca KA B ciyyasix, korga ais ©HGOPMAIMOHHONW CUCTEMBbI aKTyaJlbHbI
yrpo3sl 1 Tuna;

CK3U knacca KB wu BbIllle B ciyyasx, Korjaa ajisg MHOOPMAIMOHHOW CUCTEMBbI
aKTyaJIbHBI YTPO3bl 2 TUNA.

* Cobpanwne 3akonomarenscTBa Poccuiickoit deneparm, 2012, N 45, 6257.

*# K sramam >xu3znennoro nukina CK3U otHocsTes paspaboTka (MoaepHHU3AIMS)
YKa3aHHBIX CPEACTB, HMX MPOU3BOJACTBO, XpaHEHHUE, TPAHCIOPTUPOBKA, BBOA B
AKCIUTyaTaluio (MMyCKOHaIaJ0uHble paOOThl), IKCIUTyaTalusl.
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% T'paHulied KOHTPOJUPYEMOM 30HBI MOTYT OBITh HEPUMETP OXpaHIEMOM
TEPPUTOPUU TIPEANPHUATHS (YUPEKIACHHS), OTPAKIAIONINE KOHCTPYKIIUUA OXPaHSIEMOTO
3MIaHUsl, OXPaHSIEMOU YaCTH 31aHUS, BBIICICHHOTO MTOMEIIICHUSI.
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