[Ipuka3 denepanbHOM CIYKOBI IO TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO
ot 18 derpans 2013 r. N 21
"O0 yrBepxkaenun CocTaBa U CoAepKaHUsl OPraHU3AIMOHHBIX U TEXHUYECKUX MEp IO
obecrnieueHnt0 0€30MaCHOCTH NEPCOHATBHBIX JAHHBIX TIPU UX 00pabOoTKE B
MH(POPMAIIMOHHBIX CUCTEMAaX NMEPCOHATBHBIX JaHHBIX"

C u3MeHeHusIMH U JAOIIOJIHCHUAMMU OT:

23 mapta 2017 r.

B cooTBeTcTBHM ¢ HacThio 4 ctathy 19 @DenepanbHoro 3akona ot 27 utoiss 2006 r.
N 152-®3 "O mnepconanbhbix gaHHbIX" (CoOpanue 3akoHOmaTenbcTBa Poccuiickoit
®denepanun, 2006, N 31, cr. 3451; 2009, N 48, cr. 5716; N 52, cr. 6439; 2010, N 27,
ct. 3407; N 31, ct. 4173, ct. 4196; N 49, ct. 6409; 2011, N 23, cT. 3263; N 31, cT. 4701)
u [lonoxxennem o deaepanbHOi CITy’k0€ MO TEXHUIECKOMY U AKCIIOPTHOMY KOHTPOJIIO,
yTBepKIAeHHbIM YKa3om IIpesunenta Poccuiickon ®@enepanum ot 16 asrycra 2004 r.
N 1085 (Cobpanme 3akoHOmaTenbcTBa Poccmiickoit deaepammm, 2004, N 34, cr. 3541;
2006, N 49, ct.5192; 2008, N 43, ct.4921; N47, cr.5431; 2012, N7, cr.818),
MIPUKAa3bIBAIO:

1. VrtBepnuth mnpunaraemple CocTaB u cojepKaHWE OPTaHU3AIMOHHBIX U
TEXHUYECKUX MeEp IO OOECIEUYCHHIO O€30MaCHOCTH IMEPCOHAIBHBIX JaHHBIX TMPU HX
00paboTke B MHOOPMAIIMOHHBIX CHCTEMAaX MEePCOHATBHBIX JIAHHBIX.

2. llpusnare yrpatuBmuM cuiny npukaz @CTIOK Poccum ot 5 despans 2010 r.
N 58 "O6 yrBepxknenun [lonoxxeHuss o MeTofax U crocodax 3amuThl UHPOpPMAIUU B
MH()OPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX MAaHHBIX" (3aperucTpupoBaH MuHIOCTOM
Poccun 19 despais 2010 r., peructpanuonnsii N 16456).

Hupexrop PenepanbHO CiryKObI B. Cenun
M0 TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO

3apeructpupoBano B Muntocte PO 14 mas 2013 r.
Peructpammonnsiit N 28375
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CocraB u coaep:kaHue
OPraHU3alMOHHBIX M TEXHHUYECKHUX Mep 0 00ecredeHUuI0 0e30MacHOCTH
MEePCOHAJBHBIX JAHHBIX PU UX 00padoTKe B MHPOPMALMOHHBIX CHCTEMAX
NEePCOHAIBbHBIX JaHHBIX
(yTB. npukazom PexepajbHOM CJIYKObI 10 TEXHUYECKOMY U IKCIIOPTHOMY
KOHTPOJ10 0T 18 deBpass 2013 r. N 21)

1. O01mue nmojioKeHUA

1. Hacrosimuii TOKyMEHT pa3pabOoTaH B COOTBETCTBUM C 4acThio 4 cratbu 19
®enepanbHoro 3akoHa ot 27 wmronsa 2006 r. N 152-®3 "O mepcoHaNbHBIX JaHHBIX'"
(Cobpanne 3akoHomatenbcTBa Poccmiickoit deneparuu, 2006, N 31, ct. 3451; 20009,
N 48, ct. 5716; N 52, ct. 6439; 2010, N 27, ct. 3407; N 31, cT. 4173, ct.4196; N 49,
ct. 6409; 2011, N 23, cT. 3263; N 31, cT1. 4701) u ycTaHaBIMBAET COCTaB M COACPKAHUE
OpTaHU3AIMMOHHBIX U TEXHUYECKUX MEP M0 00CCTICUCHHUIO 0€30MTaCHOCTH MEPCOHATBHBIX
JAaHHBIX TPU WX 00pabOTKe B MH(POPMAINMOHHBIX CHCTEMaX IEPCOHAIBHBIX JTaHHBIX
(manee - Mepbl IO 0OECTIEUEHHIO OE30IaCHOCTH MEPCOHAIBHBIX TaHHBIX ) JUISl KaXKI0T0 U3
YPOBHEW 3alllMIEHHOCTH TMEPCOHAIBHBIX JaHHBIX, YCTAHOBJICHHBIX B TpeboBaHusix K
3alllUTe TEePCOHAIBHBIX JAHHBIX TpH UX 00paboTke B WH(MOPMAIIMOHHBIX CHUCTEMax
IIEPCOHANBHBIX JAHHBIX, YTBEPKACHHBIX ITocTaHoBieHuem [IpaBurensctBa Poccuiickoi
®enepanuu ot 1 HOAOps 2012 1. N 1119 (Cobpanue 3akonomarensctBa Poccuiickoi
denepanun, 2012, N 45, cr. 6257).

Mepsl 10 obecrieueHni0 0€30MaCHOCTH TEPCOHANBHBIX JIAHHBIX MPUHUMAIOTCS
JUTSI 3aIATHI TTIEPCOHABHBIX JAaHHBIX OT HETPABOMEPHOTO WJIM CIY9allHOTO JOCTyIa K
HUAM, YHUYTOXXEHUS, W3MEHCHUs, OJIOKMPOBaHUS, KOIHUPOBAHUSA, IPEAOCTABIICHUS,
pactpocTpaHEHUS TEPCOHABHBIX JTAHHBIX, a TAKXKE OT MHBIX HEMTPABOMEPHBIX ACHCTBUHN
B OTHOIIICHUH TIEPCOHAIILHBIX TaHHBIX.

B Hacrosimem JgOKyMEHTE HE pacCMaTpPUBAIOTCS BOIPOCHI obOecTeYeHus
0€30MacHOCTH TIEPCOHAJBHBIX JIAHHBIX, OTHECCHHBIX B YCTAHOBIICHHOM IIOPSAKE K
CBEJICHUSIM, COCTABJISIONIMM TOCYJapCTBEHHYIO TailHy, a TakKe MEphl, CBSI3aHHBIC C
MpUMEHEHNEM MG POBATBHBIX (KpUMITOTpaQUUeCcKrX) CPEACTB 3aIUTHI HH()OPMAITUH.

2. be3zonacHOCTh MEPCOHANBHBIX JAaHHBIX MPU UX 00pabOTKe B MHPOPMAIIMOHHOMN
CUCTEME TMEPCOHANBHBIX JAHHBIX (fanee - WH(POpMAIMOHHAS CHCTEMa) OO0eCreYrnBaeT
omepaTrop WM JIMI0, OCYIIECTBISAIONEe OO0pabOTKY TMEePCOHAIBHBIX JAHHBIX TIO
MIOPYYEHHUIO ONIEpaTOpa B COOTBETCTBUU € 3aKOHOAATENbCTBOM Pocculickon denepanumu.

J1yist BBITIOTHEHHST paboT 1O 00eCTieUeHHI0 0€30MMaCHOCTH TIEPCOHANIBHBIX JAHHBIX
pu ux 00paboTke B UHPOPMALIMOHHOM CUCTEME B COOTBETCTBUHU C 3aKOHOJIATEIHCTBOM
Poccuiickonn denepauuu MOTYT IPUBIIEKATHCS HAa JOTOBOPHOM OCHOBE HOPUIMYECKOE
JUIO WM MHAUBUIYAbHBIN NMPEANPUHUMATEIb, UMEIOLIUE JTUIEH3UIO Ha 1€ TeIbHOCTh
0 TEXHUYECKOH 3a1uTe KOH(UIEHINaTbHON HHHOPMALIIH.

3. Mepsl 1o obecrieueHnIo 6€30MaCHOCTH EPCOHANIBHBIX TAHHBIX PEAIM3YIOTCS B
paMKax CHCTEMbl 3alUThl MEPCOHAIbHBIX JTAHHBIX, CO3/IaBAEMOW B COOTBETCTBUU C
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TpeGoBanusMKM K  3allUTe TEPCOHATBHBIX JIAHHBIX TIPU HUX 00pabOTKe B
UH(OPMAITHOHHBIX CUCTEMAaX IIEPCOHATBHBIX JAHHBIX, YTBEPKICHHBIMU
noctanoBsienueM IlpaBurenbctBa Poccuiickoit denepannu ot 1 HOs16ps 2012 1. N 1119,
M JIOJDKHBI OBITh HAIPaBJICHBI HAa HEUTPAIU3alMIO aKTyaJIbHBIX YIpo3 0e30MMacHOCTH
MEPCOHAJILHBIX TAHHBIX.

4. Mepsl o obecniedeHno 0€30MMaCHOCTH MEPCOHATBHBIX JaHHBIX PEaTU3yIOTCS B
TOM YHCJIE TIOCPEJCTBOM MPUMEHEHHsI B MH(POPMAIIMOHHOW CHCTEME CPEICTB 3aIUThI
uHOpMaIMK, TPOMIEAINX B YCTAHOBJICHHOM TMOPSAKE TMPOIEAYPY OICHKH
COOTBETCTBHS, B CJy4yasx, KOrja MPUMEHECHHE TaKUX CPEACTB HEOOXOIUMO IS
HEUTpaM3aIuy aKTyaTbHBIX YTPO3 0€30MaCHOCTH IEPCOHATBHBIX JaHHBIX.

['APAHT:

HyMepanusi nyHKTOB IPUBOJUTCS. B COOTBETCTBUH C HCTOUHUKOM

6. Omnenka 53(QGEKTUBHOCTH pEATM30BAHHBIX B paMKaX CHCTEMbl 3alllUThI
MEPCOHATBLHBIX JAaHHBIX MEp MO O00ECleUeHUIO0 0€30MacHOCTH MEPCOHAIBHBIX JAaHHBIX
MPOBOAUTCS ONEPATOPOM CAMOCTOSITEIBLHO UJIU C MPUBJICUCHUEM Ha JIOTOBOPHOW OCHOBE
IOPUIMYECKUX JIUI U UHAUBUIYATbHBIX MPEANPUHUMATENICH, UMEIOIIUX JUIEH3UI0 Ha
OCYILIECTBJIICHUE JICSITEIBHOCTH MO TEXHUYECKOW 3amuTe KOH(PUICHIHAIBHOU
nHopmaruu. YKa3zaHHas OLIEHKA MPOBOAUTCS HE pexe OJHOTO pas3a B 3 roja.

7. Meppl mo oOecrneueHHI0 O€30MaCHOCTH MEPCOHABHBIX JIaHHBIX MpPU HUX
00paboTKe B TOCYJAPCTBEHHBIX MH(POPMAIMOHHBIX CHUCTEMax MPUHUMAIOTCS B
COOTBETCTBUM C TpeOOBaHUAMH O 3amuTe UHOpMAIUU, cojepKaimencs B
rocyJapCTBEHHBIX WH(OPMAITMOHHBIX cUcTeMaX, ycTaHaBuBaeMbiMu @CTIK Poccun B
npejiesiax CBOMX MOJHOMOYHMH B COOTBETCTBUHU € 4dacThio 5 ctarthu 16 deaepanrbHOro
3akoHa oT 27 wurons 2006rt. N 149-®3 "O6 wundopmarnuu, HHGOPMAIMOHHBIX
TexHoyorusix U o 3ammre uHpopmanuu" (Cobpanue 3akoHOJaTeNbCTBA Poccuiickoi
®enepanuu, 2006, N 31, cr. 3448; 2010, N 31, cr. 4196; 2011, N 15, cr. 2038; N 30,
cT. 4600; 2012, N 31, ct. 4328).

II. CocTaB u conepxkanue Mep no odecnevyeHu 0e30NMACHOCTH NMEePCOHAIBHBIX
JTAHHBIX

8. B coctaB mep mo oOecreyeHUI0 0€30MacCHOCTH IEPCOHAIBHBIX JIaHHBIX,
peaiu3yeMbIX B paMKaxX CHCTEMBI 3alllUThl TEPCOHANBHBIX JaHHBIX C YYE€TOM
aKTyaJlbHBIX  yrpo3 0O€30MacHOCTH TMEPCOHANbHBIX JaHHBIX W  MPUMEHSIEMbIX
MH(OPMALIMOHHBIX TEXHOJOTUH, BXOIIT:

uaeHTU(PUKAIMS U ayTeHTU(DUKAIMSI CYObEKTOB JOCTYIa U OOBEKTOB JIOCTYIA;

yIpaBleHUE TOCTYIIOM CYOBEKTOB JOCTYyIa K 00bEKTaM JOCTYyIa;

OrpaHUYEHHUE IPOTPAMMHOMN CPEIbL;

3alUTa MAIIMHHBIX HOCHUTENEH HHQOpMAIMH, Ha KOTOPBIX XpaHATCA U (WIH)
00pabaTbIBalOTCs MEPCOHANbHbIE TaHHbIE (J1ajee - MAIIMHHbBIE HOCUTENN MePCOHATBHBIX
JTAHHBIX );

perucTparysi coObITHi 6€30MacCHOCTH;
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aHTUBHUPYCHAsl 3aIlIUTA;
oOHapyxeHue (MpeoTBpaIleHre) BTOPKEHU;

KOHTPOJIb (aHAJIN3) 3alUIIEHHOCTH NIEPCOHANBHBIX JaHHBIX;

o0OecrieyeHrne ILEJIOCTHOCTH HMH(POPMAIMOHHOM CHUCTEMBI U IEPCOHAJIBHBIX
JTaHHBIX;

oOecrieyeHne JOCTYITHOCTH IEPCOHAIbHBIX JIaHHBIX;

3allliTa CpeIbl BUPTYaAIU3aLHHY;

3aIATa TEXHUYECKUX CPEJCTB;

3amuTa WH()OPMALMOHHONW CHCTEMBI, €€ CPEACTB, CHCTEM CBS3M U Iepeaadu
JTaHHBIX;

BBISIBJICHUE WHIUACHTOB (OAHOrO COOBITUS WM TPYHIbl COOBITHI), KOTOpBIE
MOTYT TIPUBECTU K COOSM WJIM HAPYLIIEHUIO (PYHKIMOHUPOBAHUS HHPOPMAIMOHHON
CUCTeMbl M (WJIM) K BO3HHMKHOBEHHIO yTpo3 O€30MaCHOCTU NEPCOHAIBHBIX JaHHBIX
(anee - MHIIMIEHTHI), U pearupoBaHKE Ha HUX;

ynpaBjieHHe KoHpurypanueil MHQOPMAIMOHHOM CHCTEMBl U CUCTEMBI 3alUThI
NEPCOHANIBHBIX JTAaHHBIX.

CoctaB u coxaepkaHue Mep IO OOECHeYeHHI0 O€30MaCHOCTU IEPCOHAIBHBIX
JAHHBIX, HEOOXOAUMBIX Mg OO€CleueHUs KaKIOr0 M3 YPOBHEH 3allMILEHHOCTH
MEPCOHAIIbHBIX TAHHBIX, TPUBEAECHBI B MPUIIOKEHNUN K HACTOSALIEMY TOKYMEHTY.

8.1. Mepsl mo uAeHTHPHUKAIMN M ayTeHTU(UKAIMH CyOBEKTOB JOCTyNa u
00BEKTOB JIOCTYTIA JIOJKHBI 00€CIIeYnBaTh MPUCBOEHUE CYObEKTaM U 00bEKTaM J0CTyNa
YHUKAJIBHOTO Mpu3HaKa (MIEeHTU(]HUKATOpa), CPAaBHEHHUE NPEIBABIAEMOr0 CyOBEKTOM
(0OBeKTOM) J1OCTYyNa WAEHTU(UKATOPA C MEPEYHEM MPUCBOEHHBIX MACHTH(PUKATOPOB, a
TaK)Xe MPOBEPKY MPUHAMIICIKHOCTH CYOBEKTY (0OBEKTY) OCTyMa MPEAbSIBICHHOTO UM
uneHTudukaTopa (MoaTBEPKACHHUE TTOJTMHHOCTH ).

8.2. Mepbl Mo ynpaBiIeHHUIO TIOCTYIIOM CYOBEKTOB JOCTyINa K 00beKTaM J0CTymna
JOJDKHBI OOecreunBaTh YIpaBiICHUE NpaBaMM W NPUBMUIIETUSIMU CyOBEKTOB JIOCTYIIA,
pasrpaHMdyeHHe JOCTyla CyObEKTOB JOCTyna K OOBeKTaM JIOCTylla Ha OCHOBE
COBOKYITHOCTH YCTAHOBJICHHBIX B HMH()OPMALIMOHHOW CHCTEME MpPaBWJI pa3rpaHUYCHUs
J0CTYyIa, a TAKKE 00eCreYynBaTh KOHTPOJIb 32 COOJIIOICHUEM ITUX TIPABUII.

8.3. Mepbl MO OrpaHUYEHHUIO MPOTPaAaMMHON Cpellbl JOJHKHBI 00ecreunBaTh
YCTAaHOBKY W (WIM) 3alyCK TOJBKO pPa3pelIeHHOr0 K  HCIOJb30BaHUIO B
MH(}OPMAIIMOHHOW CHCTEME TPOrPaMMHOr0 00€CTIeUeHUs WIIM UCKITI0YaTh BO3MOKHOCTh
YCTAHOBKM M (WJIM) 3allyCKa 3alpellieHHOr0 K HCIOJIb30BaHUI0 B HMH(POPMAIMOHHOMN
CUCTEME IPOrPAMMHOTO 00ECIICYEHUSI.

8.4. Mephbl 1o 3anIUTe MAIIMHHBIX HOCUTENIEW MEPCOHAIBHBIX AAHHBIX (CPEACTB
00paboTKu (XpaHEHHs]) MEPCOHANBHBIX JaHHBIX, CHEMHBIX MAIIMHHBIX HOCHUTEJEH
MIEPCOHAJIBHBIX JTaHHBIX) JOJDKHBI MCKIFOYaTh BO3MOYKHOCTh HECAHKIIMOHHMPOBAHHOTO
J0CTyNa K MAlIMHHBIM HOCHUTENSIM M XPaHSAIIMMCS HAa HUX MEPCOHATIbHBIM JTaHHBIM, a
TaK)K€ HECAHKIMOHMPOBAHHOE MHCMOJb30BAHUE CBEMHBIX MAIIMHHBIX HOCHUTENIEH
MEPCOHAJIBHBIX JTAHHBIX.

8.5. Mepnl 1o peructpanuy cCoObITUI 6€30MacCHOCTH JOJKHBI 00ecneunBaTh cOop,
3alliCh, XpaHEHWE M 3alUTy MHPOpMAMM O COOBITHAX O€30IaCHOCTH B
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MH(OPMAIITMOHHON CHCTEME, a TaKKe BOZMOXKHOCTh IMTPOCMOTpA U aHalIM3a H(OopMauu
0 TaKUX COOBITUSAX U pearupoBaHUE Ha HUX.

8.6. Mephl 10 aHTUBUPYCHOM 3alluTe JOJKHBI OOecIlieunBaTh OOHApY)XCHHE B
UH(OPMAIIMOHHONW CHUCTEME KOMIBIOTEPHBIX MPOTpaMM JIMOO HHOW KOMIIBIOTEPHOMU
uHbOpMallMK, TNpPEJHA3HAYCHHON 7  HECAHKIIMOHMPOBAHHOTO  YHUYTOXCHHS,
OJIOKMpOBaHUsA, MOAU(DUKAINKM, KOMUPOBAHUS KOMIBIOTEPHOH WHGOPMALUU WIH
HEUTpanM3allud CPEJCTB 3allUThl HMHPOpPMAIMH, a TakKe pearupoBaHue Ha
oOHapyXEeHHE STUX MPOrpaMM U UHPOPMAIUH.

8.7. Mepsl 1o o0OHapyXeHHIO (TPEAOTBPAILCHUIO) BTOPKEHUH  JOJHKHBI
oOecrnieunBaTh OOHApYKEHUE ACUCTBUN B MH()OPMALIMOHHON CUCTEME, HAIIPABJICHHBIX Ha
HECAaHKIMOHUPOBAHHBIA JIOCTYN K HHQOpMAIUK, CHEIUabHbIE BO3JACHCTBUS Ha
MH(POPMALIMOHHYIO CUCTEMY M (WMJIM) IMEpPCOHAJbHBIE JAHHBIE B LEISAX JOOBIBaHMUS,
YHUUTOXKEHUS, UCKAKEHUS M OJOKUPOBAHUS JOCTyNa K TMEPCOHAIBHBIM JaHHBIM, a
TaK)K€ pearupoBaHUE HA 3TU JIEUCTBUS.

8.8. Mepbl 1o KOHTPOJIIO (aHAIM3y) 3alUIIEHHOCTH IEPCOHAIbHBIX JAaHHBIX
JIOJDKHBI 00ecreurBaTh KOHTPOJIb YPOBHS 3allMIIEHHOCTH IEPCOHAIBHBIX JaHHbIX,
oOpaOaTeiBaeMbIX B MH(GOPMALIMOHHON CHUCTEME, IIyTEM IPOBEIEHUS CUCTEMATHUECKUX
MEPOMNPHUATHIA 10  aHANU3y 3alUIICHHOCTH WHQOPMAIMOHHONW  CHUCTEMBI |
TECTUPOBAHUIO PA0OTOCTIOCOOHOCTH CUCTEMBI 3alIUThI IEPCOHATIBHBIX JaHHBIX.

8.9. Mepsl mo oOecrneyeHnIo IeTOCTHOCTH HH()POPMAIIMOHHOW CHUCTEMBI U
MEepPCOHATBHBIX  JAHHBIX  JIOJDKHBI  OOecreuuBaTh  OOHapyXEHUE bakToB
HECAaHKIIMOHUPOBAHHOTO HAPYIIEHUS [EIOCTHOCTH HWH(MOPMAIIMOHHOW CHCTEMBI H
COJIEpIKaIINXCsl B HEH MEPCOHATBHBIX JAHHBIX, @ TAK)KE BO3MOXHOCTH BOCCTAHOBJICHHS
MH(GOPMALIMOHHON CUCTEMBI M COAEPKAILNXCS B HEW MEPCOHANIbHBIX JaHHBIX.

8.10. Mepsl mo oOecrnedyeHuI0 AOCTYITHOCTH IEPCOHAIBHBIX JaHHBIX JOJIKHBI
o0ecnieunBaTh aBTOPU30BAHHBIN JTOCTYN MOJIb30BaTeNIel, UMEIOIIMX MpaBa Mo JIOCTYIY,
K MEPCOHAIBHBIM JaHHBIM, COJEpXAIIUMCA B MH(POPMAIIMOHHON CHUCTEME, B IITaTHOM
pexume GyHKIIMOHUPOBaHUS MH(HOPMAIIMOHHON CUCTEMBI.

8.11. Mepsl 1O 3ammTe Cpenbl BUPTyaIM3allMM  JOJDKHBI  HCKIIFOYATh
HECAaHKIIMOHUPOBAHHBIA TOCTYN K TIEPCOHAIBHBIM JaHHBIM, oOpabaThiBacMbIM B
BUPTYaJIbHOU HH(PPACTPYKTYype, U K KOMIIOHEHTaM BUPTYAJIbHON WHOPACTPYKTYpHI H
(unm) BO3ACHCTBHE HAa HHUX, B TOM 4YHCJIC K CPEACTBaM YIPABICHHUS BUPTYaIbHON
UHPPACTPYKTYPOd, MOHUTOPY BUPTYAJIbHBIX MAlIMH (THUIIEPBU30PY), CACTEME XPaHCHHUS
JAHHBIX (BKJIIOYAs CUCTEMY XpaHEHHsI 00pa30B BUPTYyalIbHOM MH(PACTPYKTYpHI), CETH
nepenayn JaHHBIX Yepe3 DJIEMEHThl BUPTYATbHOW WM (QU3NYecKoi MHPPACTPYKTYPHI,
TOCTEBBIM OIEPAIMOHHBIM CUCTEMaM, BUPTYyaJTbHBIM MallliHaM (KOHTEHHEpaM), CUCTEME
U CETH PEIUIUKAIlUU, TEPMUHAIBHBIM U BUPTYAJIbHBIM yYCTPONCTBAM, a TaKXKE CHUCTEME
PE3epPBHOTO KOMMPOBAHHUS U CO3/1aBAEMBIM €10 KOTIHSIM.

8.12. Mepsl mO 3amUTe TEXHUYECKUX CPEJCTB JOJDKHBI  HCKJIIOYATh
HECAaHKIIMOHUPOBAHHBIA  JOCTYNl K CTAllMOHAPHBIM TEXHUYECKUM  CpPEICTBaM,
oOpabaTpIBalONIMM  TMEpPCOHAIBHBIC  JaHHBIC,  CPEICTBaM,  OOECTICUUBAIOIIUM
dbyHKIMOHUpOBaHUE WHOOPMAIITMOHHONW CHUCTEMBI (Jajiee - CpencTBa oOecredeHUs
(YHKIMOHUPOBAaHUS), U B TOMEILEHUS, B KOTOPbIX OHHM IOCTOSIHHO PAaclOJIOKEHBI,

5



3alUTy TEXHUYECKUX CPEACTB OT BHEIIHUX BO3JCHCTBUH, a TaKke 3alluTy
NEPCOHABHBIX JAaHHBIX, TPEJICTaBICHHBIX B BHUAC HWH(DOPMATUBHBIX DICKTPUUECKUX
CUTHAJIOB U (PM3MUECKUX TIOJICH.

8.13. MepsI o 3ammTe HHPOPMAITMOHHON CUCTEMBI, €€ CPECTB, CUCTEM CBS3H U
nepeaauynd JaHHBIX JOJDKHBI OOECNedYrBaTh 3alllUTy NEPCOHATBHBIX JTaHHBIX MPHU
B3aMMOJICUCTBUN WH()OPMAITMOHHOW CUCTEMBI WJIA €€ OTIEITbHBIX CETMEHTOB C WHBIMHU
WH()OPMAITMOHHBIMHA CHCTEMaMH U WH()OPMAITMOHHO-TEJICKOMMYHUKAIIMOHHBIMHU CETIMU
MOCPEJICTBOM TIPUMEHECHHS apXUTEKTYyphl WH(POPMAIMOHHOW CHUCTEMBI U TPOCKTHBIX
pelleHnH, HaMpaBJIeHHBIX Ha o0ecreueHrne 0€30MacHOCTH MEPCOHATBHBIX JTaHHBIX.

8.14. Mepsl MO BBHISBICHUIO WHIIMIACHTOB W PEAarMpPOBAHUI0 HA HUX JIOJDKHBI
obOecrieunBath ~ OOHapy>KeHHUE,  HJACHTU(UKAIMIO,  aHAIM3  UHIUJCHTOB B
WHOOPMAIMOHHOW  CHCTEME, a TakKe TMPUHITHE Mep 10 YCTPAHCHUIO U
MPEAYIPEKICHUIO UHITUACHTOB.

8.15. Mepnl mo ympaBieHUI0 KoH(urypamue HHPOPMAIMOHHOM CHUCTEMBI U
CHUCTEMBl 3alllUThl TICPCOHAIBHBIX JAHHBIX JOJDKHBI 00eCleYrBaTh YyIPaBICHHE
U3MCHEHUSMU KOH(QUTYparuu HWHOOPMAIIMOHHOW CHCTEMbI M CHCTEMBI 3aIlUTHI
MEPCOHANBHBIX JIAaHHBIX, aHAJIW3 TOTEHIUAIBHOTO BO3JCHCTBUS  IIAHHPYEMBIX
W3MEHEHWH Ha o0ecreyeHne O€30MacHOCTH TEePCOHANBHBIX JaHHBIX, a TakKke
JTOKYMEHTHUPOBAHHE dTUX N3MCHCHHM.

9. Beibop Mep 1o oOecrnedeHHI0O O€30MacCHOCTH TMEPCOHAIBHBIX JIaHHBIX,
MOJIJISKANTUX pealn3alii B WHOOPMAIIMOHHONW CHCTEME B paMKax CHUCTEMBI 3aIlIUTHI
MIEPCOHANIBHBIX JTAHHBIX, BKITFOYACT:

ompeneynieHre 0a3zoBoro Habopa Mep 1o obOecniedyeHHr0 0€30MacHOCTH
MEPCOHANBHBIX JTAHHBIX IS YCTAHOBJICHHOTO YPOBHS 3aIMIICHHOCTH IEPCOHAIBHBIX
JaHHBIX B COOTBETCTBUM C 0a30BbIMH HaOOpaMu Mep MO 00ECHedYeHHI0 Oe30MacHOCTH
MIEPCOHATBHBIX JJAaHHBIX, PUBEACHHBIMH B MPUJIOKCHUH K HACTOSIIEMY JTOKYMCHTY;

azanTaluio 0a30BOro Habopa Mep Mo 00ECIeUCHUIO OE30IMaCHOCTH MIEPCOHATBHBIX
TaHHBIX C YYETOM CTPYKTYypHO-(YHKIIMOHAIBHBIX XapaKTEPUCTUK WHGOPMAITMOHHON
CUCTEMBbI, HMH(POPMAIIMOHHBIX  TEXHOJOTHH, OCOOEHHOCTeW  (YHKIIMOHUPOBAHUS
MH()OPMAITMOHHOW CHUCTEMBI (B TOM 4YHCIIe HUCKIIOUYeHHE U3 0a30Boro Habopa Mmep,
HEMOCPEJICTBEHHO  CBSI3aHHBIX  C  WHGOPMAIIMOHHBIMHA  TEXHOJIOTHSIMH,  HE
HCITOJIb3YEeMBbIMH B MH(POPMAIIMOHHON CHCTEME, WJIH CTPYKTYPHO-(PYHKINOHATHHBIMH
XapaKTEPUCTHKAMH, HE CBOMCTBEHHBIMU HH(POPMAIIMOHHOHN CUCTEME);

yTOYHEHUE aJlallTHPOBAaHHOrO 0a30BOro Habopa Mep MO 00eCledyeHHI0
0€30MacHOCTH TEPCOHANBHBIX JAHHBIX C YY€TOM HEe BBIOpaHHBIX paHee Mep,
MPUBCJACHHBIX B TIPWIOKCHUH K HACTOSIIEMY JOKYMEHTY, B pE3yJbTaTe dYero
OTIPE/CISAIOTCA MEphl MO0 OO0ecreueHuIo Oe30MacHOCTU TEPCOHAJIbHBIX JaHHBIX,
HalpaBJCHHbIE HA HEUTpaNM3alMI0 BCEX aKTyalbHBIX yrpo3  0€30MacHOCTH
MIEPCOHANBHBIX JAHHBIX JIJISI KOHKPETHOW HH(DOPMAIIMOHHOW CHCTEMBI;

JIOTIOJTHEHUE YTOYHEHHOTO aJanTHUPOBAHHOTO 0a30BOro Habopa Mep 10
o0OecrieueHrI0 0€30MacHOCTH TMEPCOHANbHBIX JTAaHHBIX MepaMu, O00eCIeYHBAIOIIMMHU
BBITIOJTHEHHE TPEOOBAHUHN K 3aIUTE MEPCOHATBHBIX JAHHBIX, YCTAHOBICHHBIMH WHBIMH
HOPMATHUBHBIMUA TPABOBBIMH aKTaMH B oOiacTu oOecriedeHus 0€30MacHOCTH
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NEPCOHATBLHBIX JAHHBIX U 3aIUTHI HHPOPMALIUH.

10. ITpy HEBO3MOKHOCTH TEXHUUYECKOW pealli3allii OTJEIbHBIX BRIOPAHHBIX MEp
no oOecreueHru0 Oe30MaCHOCTH TMEPCOHANBHBIX JaHHBIX, a TaKXke C Y4YeTOM
HKOHOMHUYECKOH 11e51ec000pa3HOCTH Ha ATanax ajanTtanuu 6a30Boro Habopa Mep U (UJn)
YTOYHEHHs aJalTUPOBAHHOTO 0a30BOTO Habopa Mep MOTyT pa3pabaThIBaTbCA HHbBIC
(KOMIIEHCUPYIOIIME) MEpPBI, HANpPAaBICHHbIE HA HEUTPAIM3ALUI0 AKTyaJbHBIX YIpPO3
0€30MacHOCTH MEPCOHANBHBIX JaHHBIX.

B »ToM ciyuyae B xonae pa3paOOTKH CUCTEMBI 3AILUTHI MMEPCOHAIBHBIX JAaHHBIX
JOJDKHO OBITh IPOBEAEHO OOOCHOBAaHUE IMPUMEHEHHS KOMIIEHCUPYIOIIMX Mep IS
oOecrieyeHust 0€30MaCHOCTH MEPCOHAIBHBIX TaHHBIX.

11. B ciuydae ompeneneHuss B COOTBETCTBUU € TpeboBaHMsIMM K 3allIUTe
NEPCOHANBHBIX NPU HX 00paboTKe B HMHPOPMAIMOHHBIX CHCTEMAax IEPCOHAIbHBIX
JNAHHBIX, YTBEPXKICHHBIMU ItocTtaHoBieHueM lIpaBurenbcrBa Poccuiickont denepanuu
or 1 wHosOps 2012r. N 1119, B KkadecTBe akKTyaJbHBIX yIrpo3 0€30MacHOCTH
NEPCOHANBHBIX JTAHHBIX 1-r0 U 2-TO TUMOB JOMOJHUTEIBLHO K MEpaM MO 00eCHEeYEHUIO
0€30MacCHOCTH MEPCOHAIBHBIX JAHHBIX, YKA3aHHBIM B ITYHKTE 8 HACTOSIIETO TOKYMEHTA,
MOTYT IPUMEHSTHCS CIEAYIOIINE MEPBI:

MpOBEpKa CHUCTEMHOr0 M (WIM) MPUKIATHOTO MPOrPaMMHOI0 OOecleueHus,
BKJIIOYAsi MPOrPAMMHBIA KOJ, Ha OTCYTCTBHE HEACKIAPUPOBAHHBIX BO3MOKHOCTEH C
MCII0JIb30BaHUEM aBTOMATU3HPOBAHHBIX CPEACTB U (MiM) 0€3 UCHOJIb30BAHMS TAKOBBIX;

TECTUPOBaHUE UH(POPMALIMOHHON CUCTEMBI Ha TPOHUKHOBEHUS;

UCIIOJIb30BaHUE B MH(POPMALMOHHOM CHCTEME CUCTEMHOTO W (WJIM) MPUKIIATHOTO
MpPOrpaMMHOr0  OOecredeHusi, pa3padOTAHHOIO €  MCIHOJb30BaHUEM  METOJO0B
3AIIMIIEHHOTO IPOrPAMMHUPOBAHHSL.

Nudopmanust 06 U3MEHEHUSX:

Ipuxazom @CTIK Poccuu om 23 mapma 2017 2. N 49 nynkm 12 uznooicen 6 Hogou
peodaryuu

Cm. mekcm nyHKkma 6 npeovloyueti peoaKyuu

12. TexHuueckue Mepbl 3allUThl NEPCOHAIBHBIX JAHHBIX PEATUIYIOTCS
MOCPEACTBOM IMPUMEHEHUS CPEJCTB 3alIUThl MH(POpPMALIMU, B TOM YHCIIE MPOTPAMMHBIX
(mporpaMMHO-anmapaTHbIX) CpPEICTB, B KOTOPbIX OHHU pPEATU30BaHbl, HMEIOLIUX
HEe00X0IMMbIe PYHKIIUHM 0€30MaCHOCTH.

[Ipn wucmonp3oBaHWKM B WH(POPMAIIMOHHBIX CHUCTEMaX CEePTHQPHUIIMPOBAHHBIX TI0
TpeboBaHUSIM O€30MaCHOCTU UH(POPMAIIUU CPECTB 3alTUThl HHGOPMAIIUU:

B MH(OPMAIIMOHHBIX cUCTeMaX | YpOBHSI 3alIUIIEHHOCTH TEPCOHAIBHBIX JTaHHBIX
MIPUMEHSIOTCST CPEJICTBA 3alllUThl MHGOpMALMK HE HIKe 4 Kiacca, a TakkKe CpeicTBa
BBIYHUCIUTEILHON TEXHUKH HE HIKE 5 Kiacca,

B MH(OPMAIIMOHHBIX CHCTEMaX 2 YPOBHSI 3alUIIEHHOCTH TEPCOHATBHBIX JaHHBIX
MPUMEHSIOTCSI CPEACTBA 3alllMThl MH(OPMAalMKM HE HIKE 5 Kilacca, a TaKKe CpelCTBa
BBIYHMCIUTENILHON TEXHUKU HE HIXKE 5 Kiacca,

B MH(OPMAIIMOHHBIX CHUCTEMaX 3 YPOBHsI 3alUIIEHHOCTH MEPCOHATBHBIX JaHHBIX
MPUMEHSIOTCSI CPEACTBA 3alllMThl MH(OPMALMKM HE HIDKE 6 Kiacca, a TakKe CpPeIcTBa
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BBIYMCIIUTEILHON TEXHUKHU HE HUKE 5 KJlacca;

B MH(GOPMAIIMOHHBIX CUCTEMaX 4 ypOBHSI 3alIUIIEHHOCTH NMEPCOHATBHBIX TaHHBIX
NPUMEHSIOTCST CPEACTBA 3alllMThl MHPOpPMALIUU HE HUXKE 6 Kilacca, a TakkKe Cpe/cTBa
BBIYMCIIUTEIBHON TEXHUKH HE HIXKE 6 Kiacca.

Kiaccel 3amuThl onpenensitoTcsi B COOTBETCTBUM ¢ HOPMATHUBHBIMHU TPABOBBIMU
aKTaMM, W3JaHHBIMH B COOTBETCTBHM € noanyHkTom 13.1 mynkra 8 llonmoxxeHus o
denepanbHON CITy)kO€ MO TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIO, YTBEPKIACHHOTO
VYxazom Ilpesunenta Poccuiickoit @enepanuu ot 16 aBrycra 2004 r. N 1085.

[Ipu wucnonp3oBaHMM B WH(DOPMAIMOHHBIX CHCTEMax CPEACTB  3alllUThHI
uHbOpMalMK, CEPTUPHUIMPOBAHHBIX IO TpeOOBaHUSAM O€30MacHOCTH HH(pOpPMAIUH,
yKa3aHHBIE CPEJICTBA JOJIKHBI OBITh CEPTU(DHUIIMPOBAHBI HA COOTBETCTBHE 005S3aTEIbHBIM
TpeOOBaHUSAM TI0O 0E€30MacCHOCTH HMH(POPMAILUU, YCTAHOBIECHHBIM HOPMATHUBHBIMU
MpPaBOBBIMU aKTaMH, WIM TpPeOOBAHMSAM, YKAa3aHHbBIM B TEXHHUYECKUX YCIOBHSIX
(3aaHMsIX 11O OE30IMaCHOCTH).

OyHKIMKU 0€30MacHOCTU CPEJCTB 3allUThl HHGOPMAIIMK JTOJDKHBI 00ecrieunBaTh
BBITIOJIHEHHE Mep 10 oOecreyeHut0 Oe30MacHOCTH  TMEPCOHANIBHBIX  JAHHBIX,
COJIEPIKAILIUXCA B HACTOSIIEM JOKYMEHTE.

Jlns obecnieyenuss 1 v 2 ypoBHEW 3allIMIIEHHOCTH MEPCOHAIBHBIX JaHHBIX, a
Takke sl oOecriedeHUs: 3 ypOBHS 3AlMIIEHHOCTH TMEPCOHABHBIX JaHHBIX B
MH(POPMAITMOHHBIX CUCTEMAX, JII KOTOPBIX K aKTyaJbHBIM OTHECEHBI YTPO3bl 2-T0 THUIIA,
MPUMEHSIIOTCS CePTU(MUIIMPOBAHHBIE CPEACTBA 3allUThl MUHGOPMAIUU, MPOTPAMMHOE
obecrieyeHne KOTOPBIX MPOIUIO MPOBEPKY HE HIDKE YeM 1o 4 ypPOBHIO KOHTPOJIS
OTCYTCTBUS HEJICKIAPUPOBAHHBIX BO3MOXKHOCTEH.

13. Ilpu wucnonp3oBaHun B  MHGOPMAIMOHHBIX  CHCTEMaxX  HOBBIX
MH()OPMAITMOHHBIX TEXHOJIOTHM M BBISABICHUM JOMOJHHUTEIBHBIX yrpo3 0€30MacHOCTH
MEPCOHANIBHBIX JIAHHBIX, JJI KOTOPBIX HE ONpeNeNieHbl Mepbl O00ECIeUeHUs HX
0e30macHOCTH, JOKHBI pa3pabaThiBaTbCs KOMIIEHCUPYIONIUE MEPHI B COOTBETCTBUU C
MyHKTOM 10 HacTOSIIEro T0KyMEHTA.

IHpuniaoxenue

k CocTaBy U COlepKaHUIO

OPraHU3alMOHHBIX M TEXHHYECKUX Mep 110
o0ecreYeHNI0 0€30MACHOCTH MePCOHAIBHBIX
JAHHBIX PHU UX 00padoTKe B HH(POPMALTMOHHBIX
CHCTEMAX MEePCOHATbHBIX JAHHBIX

CocraB u coaep:kaHue
Mep 1o odecrnedyeHn0 0€30MACHOCTH MEePCOHAJIBbHBIX JAHHBIX, HE00XOAMMBbIX JIJIsI
o0ecneveHMs KasKI0T0 U3 YPOBHEMH 3alIMIIIEHHOCTH NMEPCOHAIBHBIX TaHHBIX

YcnoBHoe Conepskanue Mep 1o odecredeHuto 6€30MacHOCTH YpoBHU
0003HAaYCH NEPCOHATBHBIX JAHHBIX 3aIUIIICHHOCTH
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I. Unentudukanusa u ayreHTUPUKALINS CYyObEKTOB J0CTYNIA M 00HEKTOB J0CTYyNA

(MAD)

NAD.1

Wnentuduxaius u ayreHTU()UKAIHS TOIb30BaTEINEH,
SBILSIIOIIMXCSI paOOTHUKAMU OllepaTopa

+

NAD.2

WNnentudukanus u ayreHTuGuKanus ycTporucTs, B TOM
YHCJIe CTAllMOHAPHBIX, MOOMJIBHBIX U OPTATUBHBIX

NAD.3

VYrpaneHnue uaeHTU(PUKATOPAMH, B TOM YHUCIIE
CO3/IaHUE, MPUCBOCHUE, YHUUTOXKECHUE
UJEHTU(PUKATOPOB

NAD.4

VYnpasieHue cpeacTBaMu ayTeHTU(UKAIIMK, B TOM
YyHuCle XpaHeHUe, Bbl1aya, HHUIMAIA3a1us,
OJIOKUPOBAHUE CPEJICTB ayTEHTU(UKAIIMN U IPUHATHE
Mep B cllydae yTpaThl U (WJIM) KOMIIPOMETAIUN
CPEICTB ayTeHTU(UKALUU

NAD.5

3amura 00paTHOM CBSI3U MPU BBOJIC
ayTeHTU(PUKAIUOHHON HHbOpMAIIUH

NAD.6

Wnentudukaims u ayreHTU()UKAIMS TOJIh30BaTENCH,
HE SBJISIOIIMXCS paOOTHUKAMU orepaTopa (BHEIITHUX
110JIb30BATEJICH )

1L Yup

aBJIeHUE JOCTYNIOM CY0ObeKTOB JI0CTYyNAa K 00beKkTam gocryna (Y

1

VIIJL1

VYnpasienue (3aBeicHUE, akTUBaLMSI, OJIOKUPOBAHUE U
YHUYTOXXEHUE) YIYETHBIMH 3aMUCSIMHU MOJIh30BaTEeNEH, B
TOM YHCJI€ BHEIIHUX IOJIb30BaTENEH

+

+

V1.2

Peanuzanus HCOOXOIMMBIX METO0B
(TMCKpEeMOHHBIN, MaHIaTHBIN, POJICBOM MM MHOU
METO]1), TUTIOB (UTEHUE, 3aMKICh, BHIMIOJHEHUE WU
WHOM TUII) U NIPaBUJI pa3rpaHUYEHHUsI 10CTyna

VI3

VYnpasnenue (GunbTpaiys, MapupyTHU3aims,
KOHTpPOJIb COEIMHEHU, OJHOHATIPABIICHHAs Mlepeaayda
Y UHBIE CTIOCOOBI yIIpaBiieHNs ) MH()OPMAIMOHHBIMU
MOTOKaMU MEXIy YCTPOMCTBAMHU, CErMEHTaMU
MH(OPMAIMOHHOW CUCTEMBI, a TAKXKE MEXKTY
UH(GOPMAIIMOHHBIMU CUCTEMaMHU

VII[1.4

Paznenenue nonHoMouuii (poJieil) moab30BaTeNe,
aIMUHUCTPATOPOB U JIUII, 00ECIIEYNBAIOIINX
GbyHKIMOHUPOBaHNE HH(GOPMAIIMOHHON CUCTEMBI

VII/L.5

HaznaueHue MMHUMAJIBHO H€06XOI[I/IMI>IX IpaB U
HpI/IBI/IJICI‘I/Iﬁ I10JIB30BATCIIAM, AIMUHUCTPATOPAM U
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JuIaM, o0ecreyuBaomuM (PYHKITMOHUPOBAHUE
MH(OPMAITMOHHON CHCTEMBbI

VIIJL6

OrpaHnyeHne HEYCTEIIHBIX MOMBITOK BXO/a B
WH()OPMAITMOHHYIO CHCTEMY (oCTyma K
HHOOPMAITMOHHON CHCTEME)

VIIJL.7

[Ipenynpexxaenue nob30BaTeNs IPU €ro BXOIE B
UH(GOPMAIIMOHHYIO CUCTEMY O TOM, YTO B
MH(OPMAIMOHHON CUCTEME PeaIn30BaHbl MEPHI 110
oOecrieyeHunto0 0€30MaCHOCTH NEPCOHATBHBIX JaHHBIX,
U 0 HEOOXOJUMOCTH COOTIOACHUS YCTAHOBIIEHHBIX
OTIepaTOPOM IpaBUI 0OPAOOTKU MEPCOHATBHBIX
JTAHHBIX

VIIJL.8

OnogenieHre Noab30BATENS MOCIIE YCIEIMIHOTO BX0OAa
B MH(POPMAIIMOHHYIO CUCTEMY O €r0 MPEIbIAYIIEM
BX0J1€ B HHPOPMALIMOHHYIO CUCTEMY

VIIJL.9

OrpaHnueHue Yncia mapajuielIbHbIX CEAHCOB J0CTyMa
JUTSL KQXKJIOM YYETHOM 3aITUCH TTOJIb30BaTEIIA
MH()OPMALIMOHHOW CUCTEMBI

VIIJI.10

brnoxupoBanue ceanca gocryna B ”HGOPMAIIMOHHYIO
CUCTEMY IOCJIE YCTAaHOBJICHHOTO BPEMEHH
0e31eiicTBUs (HEaKTUBHOCTH ) TIOJIB30BATEISI WITU TIO
ero 3amnpocy

VII11

Pa3zpemienue (3anper) neicTBU MOJIb30BATEIICH,
pa3penieHHBIX 10 WASHTU(GUKAIIMN M ayTEHTU(OUKAITUH

VIII.12

[Tognepxka u coxpaHeHue aTpuOyTOB 0€30MaCHOCTH
(MeTok 0€30MacHOCTH), CBA3aHHBIX ¢ HHPOpPMAIICH B
poIiecce ee XpaHeHus: U 00pabOTKU

VIIL.13

Peanuzanus 3anuIeHHoOro yaaJleHHOTro JOCTyIa
CyOBEKTOB JIOCTYIIAa K 00BEKTaM JJOCTYIIa Yepe3
BHEIITHNE WH()OPMAITMOHHO-TEJICKOMMYHUKAIIMOHHbIE
CETH

VIIJI. 14

PernameHTanus u KOHTPOJIb UCITOIB30BAHUS B
MH(OPMAIMOHHON CUCTEME TEXHOJOTUI
OeCIpOBOJIHOTO JIOCTyNA

VIII.15

PernameHTtanus u KOHTPOJIb UCMOJIB30BaHUS B
UH(POPMAITMOHHOM CUCTEME MOOUIIBHBIX TEXHUYECKHUX
CPENCTB

VIIJI.16

VYrpaBneHue B3auMOIeHCTBHEM ¢ HHPOPMAITMOHHBIMU
CUCTEMaMU CTOPOHHHUX OpPTraHU3alMil (BHELIHUE
nH()OPMAITMOHHBIC CUCTEMBI)

VIIJI.17

OOecnieueHre TOBEPEHHOU 3arpy3KH CPEACTB
BBIYUCIIUTENILHONU TEXHUKHU
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II1. Orpanuyenue nporpammuoii cpeast (OIIC)

OIIC.1

VYnpasieHue 3ayckoM (0OpalieHIsIMI) KOMIIOHEHTOB
IPOrpaMMHOr0 0OecreyeHusi, B TOM YUCIIE
OTpe/ieTICHUE 3aITyCKaeMbIX KOMIIOHEHTOB, HACTPOMKa
apaMeTpOB 3allyCKa KOMIIOHEHTOB, KOHTPOJIb 3a
3aIlyCKOM KOMIIOHEHTOB IMPOTPAMMHOTO 00€CIeUeHHUs

OIIC.2

VYrpaBiieHre yCTaHOBKOW (MHCTAILIISIIIUECH )
KOMITOHEHTOB MPOrPaMMHOI0 00ECIICUEeHHSI, B TOM
quclie OnpeiesIeHue KOMITIOHEHTOB, MOIeKAITUX
YCTaHOBKE, HACTPOIIKa MapaMeETPOB YCTAHOBKH
KOMIIOHEHTOB, KOHTPOJIb 332 YCTAHOBKOW KOMITOHEHTOB
IPOrpaMMHOT0 00eCIeYeHUs

OIIC.3

VYcTaHoBKa (MHCTAUIALIMS ) TOIBKO Pa3pelIeHHOTO K
HCIIOJIB30BaHUIO MPOrPAMMHOI0 00ECTIeUeHUs U (UJIH )
€ro KOMIIOHEHTOB

OIIC.4

VYnpasneHue BpeMEHHbIMHU (paiiiaMu, B TOM YHCIIE
3aMpeT, pa3pelIeHUe, IEPEHANIPABICHNE 3aIIUCH,
yaJICHUE BPEMEHHBIX (DailyioB

IV.

3amuTa MAIIMHHBIX HOCUTEJIEH MepPCOHANBbHBIX HaHHbIX (3HU)

3HU.1

YyeT MalllMHHBIX HOCUTEIICH IICPCOHAJIBHBIX TAaHHBIX

3HN.2

YHpaBJIeHI/Ie AJOCTYIIOM K MAallIMHHBIM HOCHUTCIIAIM
NCPCOHAJIbHBIX OAHHBIX

3HN.3

KonTpoiib nepeMenieHns MalllnHHbIX HOCUTENEH
MEPCOHANBHBIX JAHHBIX 32 MPEAEIbl KOHTPOIUPYEMOU
30HBI

3HN.4

HcknroueHrne BO3MOXKHOCTH HECAHKIIMOHUPOBAHHOTO
O3HAKOMJIEHUS C COAECPKAHUEM MEPCOHATBHBIX
JAHHBIX, XPaHSIINXCS HA MAITMHHBIX HOCUTEIISIX, U
(V1K) UCTIOJIB30BAHUSI HOCUTENEH MEPCOHAIBHBIX
JTAHHBIX B MHBIX HHPOPMAIIMOHHBIX CUCTEMAaX

3HI.5

KoHnTpons ucnonp3oBanus naTepdeicoB BBOAA
(BpIBOJIa) MH(pOPMAIIMHN HA MAIIMHHBIE HOCUTEIN
MEPCOHANIbHBIX JAHHBIX

3HU.6

KoHnTposab BBOJa (BbIBOIA) MH(MOpPMAIIMU HA
MalIMHHBIE HOCUTEIHN MEPCOHATBHBIX JAHHBIX

3HIN.7

KoHTposb NoAKIIIOUE€HNS] MAIIIMHHBIX HOCUTEJIEH
MIePCOHAJIBHBIX JAHHBIX

3HIN.8

YHuuTOXKECHHE (CTUPAHNE) UITU 00E3IMYNBAHNE
MEPCOHAIBHBIX JIAHHBIX HA MAILIMHHBIX HOCUTENSAX MPHU
WX Iepeaade MeXay MOoJIb30BaTeIsIMU, B CTOPOHHUE

opraHv3alyy JJis1 pEMOHTA WKW YTUIM3allK, a TaKXKC
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KOHTPOJIb YHHUTOXCHUS (CTHPAHUS) UITH
00€e3JIMYMBaHUA

V. Perucrpaunus coobiTuii 6e3onacuoctu (PCh)

PCB.1 Omnpenenenne coObITHI 6€30MACHOCTH, TIOIJIEKATIIIX + |+
pPErHCTpaALMU, U CPOKOB MX XPaHEHHUSI
PCb.2 Omnpenenenre cocTaBa u coaep>KaHust HHPOPMAIIH O + | +
COOBITHSIX 0€30MaCHOCTH, MOJIKAIIMUX PETUCTPALIIH
PCB.3 COop, 3anuch 1 XxpaHeHUue THHOPMALIMH O COOBITHSIX + |+
0€30MacHOCTH B T€YEHUE YCTAHOBIEHHOTO BPEMEHU
XpaHEHHUS
PCb.4 PearupoBanue Ha cOOM NpU perucTpauuu coObITUI
0e30MacHOCTH, B TOM YHCJIE anmapaTHbIE U
porpaMMHbIe OIIMOKHU, COOM B MEXaHU3Max coopa
uH(pOpMaIMU U TOCTHKEHUE Mpeena Win
nepernoaHeHus o0beMa (EMKOCTH) NaMATH
PCB.5 MOHUTOPUHT (IIPOCMOTP, AHAIIU3) PE3YJIHTATOB +
peructpanuu coObITHI 6€30aCHOCTH U pearupoBaHue
Ha HUX
PCb.6 ['enepupoBaHue BpEMEHHBIX METOK U (WJIH)
CUHXPOHU3ALIHAsI CHCTEMHOI'O BPEMEHH B
nHOOPMAITMOHHON CUCTEME
PCB.7 3anuTa nHGOpMaIMK O COOBITUSIX O€30MTACHOCTHU + |+
V1. AutuBupycHas 3amura (AB3)
AB3.1 Peann3zanysi aHTUBUPYCHOM 3aILMTHI + | +
AB3.2 Oo6HoBIIeHHE 0a3bl JAHHBIX MPU3HAKOB BPEJOHOCHBIX + |+
KOMIIBIOTEPHBIX IPOrpaMM (BHPYCOB)
VII. Oonapy:xenue srop:xenuii (COB)
COB.1 | ObHapyXKeHHE BTOPKEHUHN +
COB.2 | OOHoBieHHE 0a3bl pelaouX MPaByl +

VIII. KoHTpoJb (aHAJu3) 3alIMIIEHHOCTH NMEPCOHAJBHBIX JaHHbIX (AH3)

AH3.1

BrisiBiienue, aHanus ysa3BUMOCTEN HHDOPMAIIMOHHON
CHUCTEMBI U OIIEPATUBHOE YCTPAHEHUE BHOBb
BBISIBJICHHBIX YS3BUMOCTEU

+

+

AH3.2

KoHTposnb ycTaHOBKM 0OHOBIIEHUH TTPOTPAMMHOTO
oOecrieueHus1, BKJIIO4asi OOHOBJICHUE MPOTPAMMHOTO
oOecrieueHust CPEJICTB 3alTUThI MHPOpMaIuu

AH3.3

KoHnTposnbs paboTocnocoOHOCTH, TapaMeTPOB
HACTPOWKH U MPAaBUILHOCTU (HYHKIIMOHUPOBAHUS

MMpOrpaMMHOIO o0ecCIeUeHUs U CpEACTB 3alllUThI
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nHopmaru

AH3.4 | KoHTpoib COCTaBa TEXHUYECKUX CPEJICTB, + | +
IPOrPaMMHOTO 00ECTICUYEHUS U CPEICTB 3aIUTHI
uHbOopMaIuu

AH3.5 | KoHTpoJib TpaBui reHepaluy U CMEHBI TapoJIeh +

M0JIb30BATENIEH, 3aBEACHUS U YIAJIEHUS YUETHBIX
3amucen MOIb30BaTENEH, peaanu3aluy IPaBhl
pasrpaHuyeHust 1OCTyIa, IOJHOMOYNH MOJIb30BaTENIEH
B MH(OPMAILIMOHHOM CHCTEME

IX. Obecneuyenune HeJOCTHOCTH HHPOPMAIMOHHOM CUCTEMbI M MEPCOHAIBbHBIX
nanHbIxX (OLLJI)

OLVI.1 | KoHTpOJb HEN0CTHOCTH MPOrPaMMHOIO 00ECTICUEHMS, +
BKJIIOYAsi IPOrPaMMHOE 00€CTIEYEHUE CPENICTB 3AIUTHI
uHopmaruu

OLJL.2 | KOoHTpOJb LEIOCTHOCTH MEPCOHATBHBIX JAHHBIX,
cojieprKaiuxcs B 0a3ax JaHHBIX UHPOPMAITMOHHOMN
CHCTEMBI

OIJL.3 O6ecneuyeHne BO3MOKHOCTH BOCCTAHOBJICHUS
MIPOTPaMMHOTr0 00eCTICUeHUS, BKIIOUYas MPOrPaMMHOE
obecrieueHue CPEeACTB 3aIUThI HHPOPMAIUH, TIPU
BO3HMKHOBEHWHU HEIITATHBIX CUTYyaITUi

OLVI.4 | O6HapyxeHue U pearupoBaHue Ha MOCTYIUICHUE B +
MH()OPMAIIMOHHYIO CUCTEMY HE3alpalliBaeMbIX
ANIEKTPOHHBIX COOOIIEHNH (TUCEM, TOKYMEHTOB) U
WHOM MH(OpMAIIKU, HE OTHOCSIIIUXCS K

(G YHKIITMOHUPOBAHUIO HH()OPMAIIMOHHON CUCTEMBI
(3ammTa OT criama)

OLJL.5 | KouTpons conepxanusi uHbOpMaIim, nepeaaBaeMon
13 UHPOPMAIIMOHHON CUCTEMbI (KOHTEHHEPHBIH,
OCHOBAHHBIN Ha CBOMCTBAxX 00BEKTA JOCTYTIA, U (HUJITH)
KOHTEHTHBIM, OCHOBAaHHBIN HA MOUCKE 3aMPEIIEHHON K
nepeaayde nHGOpPMAIMH C UCTIOIB30BAHUEM CUTHATYP,
MacCOK M MHBIX METOJIOB), U UCKIIFOUEHUE
HEMPaBOMEPHOU Tepeiaun nHpOopMaIuu 13
MH(OPMAIMOHHOW CUCTEMBbI

OLJI.6 | Orpannuenue mpas NOJIb30BaTENIEH MO BBOY
uHdopMauu B ”HOOPMAIIMOHHYIO CUCTEMY

OLJL.7 | KOoHTpoJIb TOUHOCTH, TOJIHOTHI U TPABUIIBHOCTH
JTAHHBIX, BBOJUMBIX B HHPOPMAIIMOHHYIO CUCTEMY

OLJL.8 | KoHTpoab OmMOOYHBIX EHCTBHIA MOIH30BaTENEH TI0
BBOJY U (WJIM) Mepeave NepCcoHaNbHBIX JAHHBIX U
MPEAYIPEKICHNUE MOJIH30BATENCH 00 OMMOOYHBIX
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‘ EUCTBUIX

X. O0ecnieyeHHe JOCTYITHOCTH NMEPCOHAJIBHBIX AaHHbIX (O/T)

OJIT.1

Hcnonp30BaHne 0TKa30yCTOMYMBBIX TEXHUUECKUX
CPEICTB

OJIT.2

Pe3epBupoBaHe TEXHUYECKUX CPEACTB,
IPOrPaMMHOT0 OOeCTeueHus], KaHAJIOB Niepeaun
uHdopMaIuu, cpeJcTB odecrneueHus
GbyHKUHOHUPOBaHUS THGHOPMAIIMOHHON CUCTEMBI

OJIT.3

KoHTposnb 6€30TKa3HOTr0 PYyHKIIMOHUPOBAHUS
TEXHUYECKUX CPEJICTB, OOHAPYKEHHUE U JIOKATHU3AIUS
OTKa30B (DYHKIIMOHUPOBAHUS, IPUHSITHE MEP T10
BOCCTAHOBJICHUIO OTKA3aBIIINX CPEJICTB U UX
TECTUPOBAHUE

OJIT.4

[leprnonudeckoe pe3epBHOE KOIMPOBAHUE
IIEPCOHAIBHBIX JaHHBIX Ha Pe3ePBHBIC MAIIMHHBIC
HOCHTEJIM ITEPCOHATBHBIX JJAHHBIX

OJIT.5

ObecniedyeHre BO3MOKHOCTH BOCCTAHOBJICHHUSI
MEPCOHAIBHBIX TAHHBIX C PE3EPBHBIX MAIIUHHBIX
HOCHTEJIeH MEePCOHANIBHBIX JIAaHHBIX (PE3EPBHBIX
KOIKI) B TEYCHUE YCTAHOBJIECHHOTO BPEMEHHOTO
WHTEpBAJIA

XI. 3amuTa cpensl Bupryanusanuu (3CB)

3CB.1

WNnentudukanus u ayreHTugukanms cyobeKkToB
J0CTyIa U 00BEKTOB JOCTYIA B BUPTYyaJIbHOM
UH(PACTPYKTYpE, B TOM YUCIIE AIMUHUCTPATOPOB
YIOPABJICHMS] CPEICTBAMH BUPTYAIH3ALUU

3CB.2

VYrpaBieHue 10CTynoM CyObEKTOB JIOCTyMa K
00BEKTaM JIOCTYIa B BUPTyaIbHOU HH(PpACTPYKTYypE, B
TOM YHCJIC BHYTPH BUPTYAJIbHBIX MAIIHH

3CB.3

Perucrtparus coObITui 6€301MacCHOCTH B BUPTYaIbHOU
UHOPACTPYKTYpe

3CB.4

VYnpasnenue (hunbTpaiys, MapupyTHU3aius,
KOHTPOJIb COEIMHEHMSI, OJHOHANPABIICHHAs MIepeaaya)
MOTOKaMH MHGOPMAIIUA MEXTY KOMIIOHEHTaMU
BUPTYaJIbHON HH(PPACTPYKTYPHI, a TAKKE 1O
MIEPUMETPY BUPTYaIbHON HHOPACTPYKTYPHI

3CB.5

JloBepeHHast 3arpy3Ka CEpBEPOB BUPTyAIH3ALINH,
BUPTYaJIbHON MalllMHbI (KOHTEWHEPA), CEPBEPOB
yOpaBJeHUs] BUPTyaJIn3aluen

3CB.6

VYrpaBneHue nepeMeneHneM BUPTYaTbHBIX MAIIHH
(koHTelHEepOB) U 00padaThIBa€MbIX Ha HUX JJAHHBIX
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3CB.7 KOHTpOoIb 1ETOCTHOCTH BUPTYaIbHOMN + | +
UHOPACTPYKTYPHI U €€ KOH(PUrypammii

3CB.8 | Pe3epBHOE KOMMPOBAHHUE JAHHBIX, PE3EPBUPOBAHUE + | +
TEXHUYECKUX CPEACTB, TPOrPAMMHOTO 00ECTICUEeHHUS
BUPTYaIbHON HHPPACTPYKTYPHI, a TAK)KE KaHAJIOB
CBSI3M BHYTPU BUPTYaJIbHOU HHOPACTPYKTYPHI

3CB.9 | Peasinzanus u ynpapieHUE aHTUBUPYCHOM 3allIUTON B + | + |+
BUPTYaJIbHOU UHMPACTPYKTYpE
3CB.10 | Pa3buenue BUpTyaibHON HHPPACTPYKTYpPHI Ha + |+ |+

CETMEHTHI (CETMEHTHPOBAHNE BUPTYAIbHON
UHOPACTPYKTYPHI) U1t 00paOOTKU MEPCOHATBHBIX
JAHHBIX OT/ETBHBIM MOJIb30BaTeNIeM U (W) TPYIIION
IIOJIb30BATENIEN

XII. 3amuTa rexuudeckunx cpeacrts (3TC)

3TC.1 3amuTa uHdopmaimu, oopadaTeiBaeMoOn
TEXHUUYECKUMHU CPEJICTBAMU, OT €€ YTEUKH 110
TEXHUUYECKUM KaHajaM

3TC.2 Opranuzanusi KOHTPOJIUPYEMOU 30HBI, B IPEIETIax
KOTOPO¥ TIOCTOSIHHO Pa3MeNaloTCs CTalluOHAPHBIC
TEXHUYECKHE CPENICTBA, 00pabaThIBaIONINE
uH(OPMAITUIO, U CPENICTBA 3AIUTH HH(GOPMAITIH, a
TaK)Ke cpeficTBa o0ecreueHus: QYHKIIMOHUPOBAHUS

3TC.3 KonTtpons u ynpasneHue Gu3an4eckuM J0CTYIIOM K + |+ | + |+
TEXHUUYECKUM CPEJICTBAM, CPEJICTBAM 3allUThI
uH(popMaIu, cpeacTBaM 00eCIeUeHUsI
(GYHKITMOHUPOBAHUS, a TAKKE B MIOMEILICHUS U
COOPY>KEHUSI, B KOTOPBIX OHU YCTAHOBJICHBI,
MCKITIOYAOIINE HECAHKITMOHUPOBAHHBIN (hU3UUECKUI
JOCTYTI K cpeficTBaM 00paboTKu HHGOpMAIIHH,
CpeIlCTBaM 3aIUThl HH(OPMAITIHN U CPEJICTBAM
obecrieueHust GyHKIIMOHUPOBAHUS WHOOPMAITMOHHON
CUCTEMBbI, B IOMEILICHUSI U COOPYKEHUS, B KOTOPBIX
OHM YCTAHOBJICHBI

3TC.4 Pa3menienue ycTpoiicTB BbIBOJIa (OTOOpaXKEeHNUs ) + | + |+ |+
uH(pOpMaIUK, UCKITIOYAIOIIEee e
HECAaHKIIMOHUPOBAHHBIN MPOCMOTP

3TC.5 3amnuTa OT BHEITHUX BO3JICUCTBUIN (BO3ACHCTBUI
OKpY>Karolieh cpejibl, HeCTaOMIBHOCTH
AJIEKTPOCHAOKEHUS, KOHAUITMOHUPOBAHUS U WHBIX
BHEITHUX (haKTOPOB)

XIII. 3amura nHGOPMALMOHHOI CHCTEMBbI, €¢ CPeICTB, CUCTEM CBS3H U Nepeaaun
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nannbix (3UC)

31C.1

Pasnenenne B nH(pOpMamoHHON cucteMe QyHKIUH
0 YIPaBIECHUIO (aIMUHUCTPUPOBAHHUIO)
WHPOPMAITMOHHON CHCTEMOH, YIIPABJICHUIO
(aIMUHUCTPUPOBAHHIO) CUCTEMOM 3aIUTHI
MepCOHAIBHBIX JIAHHBIX, (DYHKIUH 110 00paboTKe
MIEPCOHAIBHBIX JaHHBIX U WHBIX (QYHKITHH
WHGOPMAIIMOHHON CUCTEMBI

3UC.2

[IpenoTBpanieHue 3aepKK1 WK IPEPHIBAHUS
BBITIOJTHEHUS IPOLECCOB C BBICOKUM MTPUOPUTETOM CO
CTOPOHBI IPOLIECCOB C HU3KUM MPHUOPUTETOM

3UC.3

OO6ecrieueHne 3aUThl TIEPCOHAIBHBIX JAHHBIX OT
PacKphITHs, MOJIM(DUKAIIMY U HABSA3bIBaHUS (BBOJA
JIO’KHOM MH(GOpPMAIINK) MIPU €€ nepeaade (MoAroTOBKe
K Iepejaue) Mo KaHajiaM CBSI3H, UMEIOIINM BBIXOJI 3a
npeaenbl KOHTPOJIUPYEMOU 30HbI, B TOM YHCIIE
OecrpoBOIHBIM KaHAJIaM CBSI3U

31C.4

ObecrnieueHre JOBEPEHHBIX KaHala, MaplIpyTa MEexX 1y
aJIMUHUCTPATOPOM, MOJIb30BATENEM U CPEACTBAMU
3amuThl UHPopmaruu (GyHKIUsIMU 0€301aCHOCTH
CPEJICTB 3aIMThl THGOPMALIHH)

3UC.5

3arnper HECAaHKIMOHUPOBAHHOW YJIaICHHON aKTUBALUH
BUJIEOKaMep, MUKPO(POHOB U UHBIX MepudepruiiHbIX
YCTPOMCTB, KOTOPBIE MOTYT AKTUBHPOBATHCS
yJlaJe€HHO, ¥ ONOBEILEHUE MOJIb30BaTeNel 00
AKTHUBALIMU TAKUX YCTPOUCTB

3UC.6

[lepenada u KOHTPOJb IIETOCTHOCTH aTPUOYTOB
6e3omacHOCTH (METOK O€30MaCHOCTH ), CBS3aHHBIX C
MIEPCOHAILHBIMU TaHHBIMH, TP OOMEHE UMHU C UHBIMH
WH()OPMAITMOHHBIMHA CHCTEMaMM

3UC.7

KoHTpoJIb CAHKIIMOHUPOBAHHOTO U UCKJIIOUECHUE
HECAHKIIMOHUPOBAHHOTO UCIIOJIb30BAHUS TEXHOJIOTUHI
MOOMJIBHOTO KOJIa, B TOM YHUCJIE PETUCTPALIMS
COOBITHH, CBSI3aHHBIX C MCITOJB30BAHUEM TECXHOJIOTHH
MOOHMJIBHOTO KOJIa, UX aHaJIu3 M pearnpoBaHUe HA
HApYIIEHHUs, CBA3aHHBIE C UCIIOJIb30BAHUEM
TEXHOJIOTHI MOOHIBLHOTO KOJIa

31C.8

KOHTpOIb CAHKIIMOHUPOBAHHOTO U UCKITIOUYEHUE
HECAHKIIMOHUPOBAHHOTO UCIOJIb30BAHUS TEXHOJIOTUI
nepeadr peuu, B TOM YHCIIe perucTpanusi COObITUH,
CBSI3aHHBIX C UCIOJIb30BAaHUEM TEXHOJIOTUH NEepeiayn
peuM, UX aHAJIM3 U pearupoBaHue Ha HAPYIICHMUS,
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CBSI3aHHBIE C MCIIOJIb30BAHUEM TEXHOJIOTUN TIepeaaun
peun

31C.9

KOHTpOIb CAHKIIMOHUPOBAHHOM Y UCKIIFOUEHUE
HECaHKIIMOHUPOBAHHOM Mepeaaun BUIeonH(OpMalny,
B TOM YHCJIE€ perucTpanusi COObITUH, CBA3aHHBIX C
nepenaveil BUaeonH(popMalu, ux aHajau3 u
pearnpoBaHr€ Ha HapyUIEHUs, CBA3aHHBIE C
nepegavel BuaeonHdopmanuu

31C.10

[ToaTBepskaeHNE TPOUCXOXKICHUS UCTOYHUKA
uH(dOopMaIuu, MOJy4yaeMoM B IPoLIecce ONpeieeHus
CETEBBIX aJPECOB IO CETEBBIM NMEHAM WJIU
OMPE/ICJICHHS CETEBBIX UMEH I10 CETEBBIM aJIpecam

3UC.11

O6ecneyeHne MO NIMHHOCTH CETEBBIX COCTMHEHUM
(ceaHCOB B3aUMOJICHCTBHS), B TOM YHCJIE IS 3aIUThI
OT TOJMEHBI CETEBBIX YCTPOINCTB M CEPBUCOB

31UC.12

HckitoueHrne BO3MOKHOCTH OTPULIAHUS
M0JIb30BaTENEM (paKTa OTHPABKU NEPCOHATBHBIX
JAHHBIX APYTOMY I0JIb30BATEIIIO

31C.13

HckirodyeHne BO3MOKHOCTH OTpHUIOaHUA
IIOJIB30BATCIICM q)aKTa IMOJIYUCHU IICPCOHAJIBHBIX
JAAaHHBIX OT OPYI'Oro I1OJIB30BATCILA

31C.14

Hcnonb30BaHuEe yCTPOUCTB TEPMUHAIIBHOTO JOCTYIIA
JU1s1 00pabOTKK MEPCOHAIBHBIX JaHHBIX

3UC.15

3amura apXuBHBIX (alIoOB, MAPAMETPOB HACTPOUKH
CPEJICTB 3aIlUThl HH(OPMALIMU U IPOTPAMMHOI0
o0ecIeyeHusl ¥ UHBIX JaHHBIX, HE MOJIEKAIINX
M3MEHEHUIO B ITpoLecce 00pabOTKH MEPCOHATIBHBIX
JAHHBIX

3UC.16

BrisiBieHue, anaiau3 u OJIOKMpOBaHUE B
UH()OPMAITMOHHON CHCTEME CKPBITHIX KaHAJIOB
nepeaaun nHpopmaiuu B 00X01 pearn30BaHHBIX Mep
WJIM BHYTPHU PA3PEIICHHBIX CETEBBIX MMPOTOKOJIOB

3UC.17

Pazbuenrie HHPOPMALIMOHHOMN CUCTEMBbI HA CErMEHTHI
(cerMmeHTHpOBaHUE UH(OPMAITMOHHON CUCTEMBI) U
oOecrieyeHune 3aluThl IEPUMETPOB CErMEHTOB
MH(OPMAIMOHHOW CUCTEMBbI

3UC.18

ObecnieueHue 3arpy3Kku U UCTIOTHEHUS! IPOrPAMMHOTO
o0ecrieueHus C MallIMHHBIX HOCUTENEH MePCOHATbHBIX
JAHHBIX, TOCTYIHBIX TOJBKO I YTEHUSI, U KOHTPOJIb
HEJIOCTHOCTHU IAHHOTO MPOTrpaMMHOI0 00ecriedeHHUsI

31C.19

N3osnsius mpoiieccoB (BBIOJIHEHUE TPOTPAMM) B
BBIJICJICHHON 00JIACTH MaMsITH
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31UC.20 | 3amuTa 6ecrpoOBOAHBIX COSTUHEHUM, MPUMEHSIEMBIX B + + | +
WH()OPMAITMOHHON CHCTEME

XIV. BoisiBjieHHe HHIIMIEHTOB U pearupoBanue Ha Hux (MHII)

HNHII.1 | Onpenenenue nul, OTBETCTBEHHBIX 32 BBISBICHUE + | +
VHIMJIECHTOB M pEarupOBAHHUE HA HUX

HNHII.2 | OOHapyxeHHe, MACHTU(YHUKAIIUSI U PETUCTPALIHS + | +
VHIIMJICHTOB

HNHII.3 | CBoeBpeMeHHOE HHPOPMUPOBAHUE JIHUII, + | +

OTBETCTBEHHBIX 32 BBISIBJICHUE MHIIUJACHTOB U
pearupoBaHUe HA HUX, O BOSHUKHOBEHUU MHIIUJCHTOB
B MH(POPMAIMOHHOMN CUCTEME TOJIH30BATEISIMU U
aIMUHUCTPATOPaAMH

NHI[.4 | AHanu3 MHUKICHTOB, B TOM YKCJIE ONPEACICHUE + | +
VMCTOYHUKOB Y TPUYMH BO3HUKHOBEHHS MHIIUAECHTOB, a
TaK)Ke OIICHKA UX ITOCJICACTBUU

HNHIL.S | [IpuHsATHE MEp IO YCTPAHEHUIO MTOCIEACTBAN + |+
VHIUJICHTOB
WNHIL.6 | [InaHnpoBaHWE U TPUHATHE MEP IO MPEAOTBPALICHUIO + | +

ITOBTOPHOT'O BOSBHMKHOBCHHA MHIIMJACHTOB

XV. Ynpasjenue koHpurypauuein uHGOpMalMOHHOH CUCTEMBbI U CHCTEMbI
3aIIUTHI EPCOHAJIBHBIX JaHHBIX (YK®)

YK®.1 | Onpenenenune mui, KOTOPBIM Pa3peLIeHbl JEUCTBUS 110 + |+ |+
BHECEHHIO U3MEHEHHUI B KOH(PUTYpALUIO
MH(OPMAITMOHHOW CUCTEMBI M CUCTEMBI 3aIUThI
NEPCOHANIBHBIX JAHHBIX

VYK®.2 | YopaBnenue uaMeHEHHsIMU KOH(GUTYpaluu + |+ |+
UH(OPMAITMOHHONW CUCTEMBI M CUCTEMBI 3aIIUThHI
IIEPCOHAIBHBIX TAHHBIX

VYK®.3 | AHanu3 NOTEHUHAIBbHOTO BO3AEHCTBHS INIAHUPYEMBIX + |+ |+
W3MEHEHUH B KOH(pUTypaluu nHPOpMaInOHHOM
CHCTEMBI ¥ CHCTEMBI 3aIIUThI IEPCOHANBHBIX JAaHHBIX
Ha o0ecrieyeHune 3aluThl IEPCOHANBHBIX TAHHBIX U
COrjacoBaHUE U3MEHEHUI B KOHPUTYpaluu
MH(OPMAIMOHHOW CUCTEMBI C JIOJKHOCTHBIM JIULIOM
(paOOTHUKOM), OTBETCTBEHHBIM 32 0OECTICUCHUE
0€30MacHOCTH MEPCOHANIbHBIX JJAHHBIX

YK®.4 | JoxymeHnTupoBanue nuapopManuu (JaHHBIX) 00 + |+ |+
U3MEHEHUSX B KOHGUTYpaIuu nHHOPMAITMOHHON
CHUCTEMBI M CHCTEMBI 3alTUThI MEPCOHAIBHBIX JTAHHBIX

"+" - Mepa no oOecreuyeHU0 0€30MaCHOCTH MEPCOHAIBHBIX JIAHHBIX BKJIIOUCHA B
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0a30BBIH Ha6op MCPp HJIsI COOTBCTCTBYIOLICTO YPOBHA 3aIUIICHHOCTHU IICPCOHAJIBHBIX
JaHHBIX.

Mepbsl 1o  oOecriedeHHIO  O€30MACHOCTH  NEPCOHAIBHBIX  JIaHHBIX, HE
0003HaUYCHHbIE 3HaKOM "+'", MPUMEHAIOTCS TMpH aganTanuu 06a3oBoro Habopa Mep U
YTOYHCHUU aJanTUPOBAHHOTO 0a30BOro HabOopa Mep, a Takke IpH pa3paboTke
KOMIIEHCUPYIOIINX MEP M0 00ECTIeueHUI0 O€30MaCHOCTH MEPCOHANBHBIX JTaHHBIX.
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